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Chapter 1: Introduction and Overview

This chapter introduces OpenFox™ Messenger. It includes a general description of the
software, how it works, and how to use it.

1.1 OpenFox™ Messenger Description

Law enforcement systems continue to demand not only more information but different
types of information. As more and more different data is made available to law
enforcement, the need arises for a standard method of formatting that data. NLETS is
leading the law enforcement community in the move to using XML data formats. The
Joint Task Force on Rap Sheet Standardization, the American Association of Motor
Vehicle Administrators, and others have been involved in designing XML-based
standardized response formats.

Along with XML formatted responses, law enforcement systems are demanding the
ability to share images and other binary documents. NCIC 2000 supports the storage and
retrieval of images associated to the Hot Files records stored in their databases. In
addition, DMV images associated to Driver’s Licenses are becoming available for access
by law enforcement agencies in more and more states. An image capable end user device
is able to display the DMV photograph to the law enforcement officer in real-time.

The requirement for new information sources, utilizing new internet technology tools for
access, has dramatically broadened the scope of State and Federal Agency law
enforcement systems. To support these new requirements, the computing systems and
networks have become dramatically more complex. As networks have become more
open, providing non traditional user’s access to non traditional data, security concerns
have increased dramatically. The NCIC CJIS Security Policy is becoming more strict
with regards to data protection and encryption as it adapts to this new environment.

As a result of these trends, modern law enforcement workstation devices must be more
sophisticated and have a richer feature set then traditional law enforcement clients. The
CPI solution is named OpenFox™ Messenger. OpenFox™ Messenger is a web-based
solution that provides the same functionality as a traditional law enforcement workstation
device while fully supporting XML responses and images. OpenFox™ Messenger, in
conjunction with other OpenFox™ Message Switching System products, provides an
easy migration path to utilizing the newest XML response formats and binary images.

Ver. 2.01.0061 Chapter 1: Introduction and Overview Pg. 7
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1.1.1 Interface to the OpenFox™ Message Switching System

OpenFox™ Messenger is primarily a graphical user interface to the OpenFox™ Message
Switching System. Messenger provides rich graphical forms used to format and submit
transactions. Messenger also provides a rich HTML capable message display pane that is
able to render any type of HTML content, as found on the internet. OpenFox™
Messenger and the OpenFox™ Message Switch utilize XML in all traffic between the
switch and client. All forms, menus, and messages are sent as fully formed XML
messages. Following are some of the features of the OpenFox™ Messenger Client.

e Module of OpenFox™ Desktop

Supports XML message traffic

Supports embedded images and other binary objects

Provides a rich HTML message display

Flexible message management options

Support for Messenger Administrator users (these users are able to view all traffic
on a workstation, regardless of which user either sent or received the traffic)

1.2 OpenFox™ Desktop Module

OpenFox™ Messenger is a Module of OpenFox™ Desktop. Messenger requires a valid
Desktop installation in order to execute correctly. Messenger is fully integrated into the
Desktop environment and takes full advantage of all the Desktop features available to
Desktop Modules. For more information regarding OpenFox™ Desktop, please refer to
the OpenFox™ Desktop Guide.

1.2.1 Desktop Features

OpenFox™ Desktop provides a secure and reliable communications pathway to the
OpenFox™ Message Switching System. Messenger takes full advantage of this feature.
All Messenger traffic, including law enforcement transactions, form or resource requests,
and more, passes through the Desktop’s FoxTalk™ communications session. For more
information, please refer to the OpenFox™ Desktop Guide.

1.2.2 Additional Disk Access

OpenFox™ Messenger requires additional workstation hard disk access above and
beyond the access required by OpenFox™ Desktop. Messenger requires disk access for
the workstation’s mail file, the local cache of forms and form resources, and the
temporary storage of image files. However, Messenger only needs access to the /CPI
directory provided by OpenFox™ Desktop.

Pg. 8 Chapter 1: Introduction and Overview Ver. 2.01.0061
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1221 Mail File

OpenFox™ Messenger stores the message traffic sent and received by a terminal in the
Messenger mail files. The Messenger mail files are composed of two individual files: the
mail index file and the mail data file. The mail index file contains some basic
information about a message and an index into the main mail data file. The mail data file
contains full copies of message traffic for the terminal. The mail data file is encrypted
with the local encryption key stored in the workstation’s registered license file. Thus, the
Messenger software is unable to read the mail data file until it has successfully connected
to the OpenFox™ Message Switch. For more information on the registered license file,
please refer to the OpenFox™ Desktop Guide.

The Messenger mail index and mail data files are stored in the following locations.

Mail File Path File Name
Messenger Mail Index /CPI1/Messenger/Mail/ Folders.dat
Messenger Mail Data /CPI1/Messenger/Mail/ Mail.dat
1.2.2.2 Cache of Forms and Form Resources

OpenFox™ Messenger maintains, through functionality provided by OpenFox™
Desktop, a local cache of all forms and form resources used by the user. The disk path
and structure of the Messenger cache is explained in the below table.

Path Purpose
9%6DesktopCacheDir%/MESSENGER :eggfis;d"ecmry R
%DesktopCacheDir%/MESSENGER/codes A cache of Messenger code lists

Contains the Messenger header

%DesktopCacheDir%/MESSENGER/default defaults resource

%DesktopCacheDir%/MESSENGER/form A cache of Messenger forms
Contains the table of contents and

%DesktopCacheDir%/MESSENGER/help configuration files for the Messenger

online help files

Contains the Messenger install settings

%DesktopCacheDir%/MESSENGER/install resource

%DesktopCacheDir%/MESSENGER/menu f;‘;gg"r'é‘; i ¥ ESEEMEEY HErTiD M

%DesktopCacheDir%/MESSENGER/script A cache of Messenger form scripts

%DesktopCacheDir%/MESSENGER/spclCodes '(AE; ;a(;\rl'gf é %ﬁiﬁg%ﬂ;@?mal EDELEE

A cache of presentation and output

%DesktopCacheDir%/MESSENGER/style XSLT style sheets

If a user is having trouble with downloading the new version of a form or other resource,
then clearing the user’s cache may help. To clear the Messenger cache, the user must
first exit OpenFox™ Desktop, delete the appropriate directory, and then re-launch
OpenFox™ Desktop.

Ver. 2.01.0061 Chapter 1: Introduction and Overview Pg. 9
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1223 Temporary Image Storage

OpenFox™ Messenger also requires access to the local hard disk to temporarily store
images being viewed in the Messenger message preview pane. Since the message
preview pane displays HTML content, the images displayed in the preview pane must
reside on the local disk. Messenger stores these images in the following directory.

/CPI1/Messenger/TempObjects

When OpenFox™ Desktop is shut down, the contents of this directory are erased.

1.3 Definition of Terms

Body — See “Message Body”

Client Application — A client application is a software application that is intended for
distribution to multiple or remote computers. Client applications typically
communicate to a main central computer or server.

Communications Session — A communications session is either a lasting connection
using the session layer of a network protocol or a lasting connection between a
user (or user agent) and a peer, typically a server, usually involving the exchange
of many packets between the user's computer and the server. A session is
typically implemented as a layer in a network protocol (e.g., telnet or FTP).

Fixed-Width Font -- A font which displays glyphs using varying widths is a
proportional font while one with fixed width is a non-proportional (or monospace
or fixed-width) font.  Non-proportional fonts are considered better than
proportional fonts for some purposes because their characters line up in nice, neat
columns. Most non-electronic typewriters and text-only computer displays use
only non-proportional fonts. Most computer programs which have a text-based
interface, such as terminal emulators, are configured to use only non-proportional
fonts.

Focus — see “Keyboard Focus”
Graphical User Interface (GUI) — A graphical user interface is an interface for issuing
commands to a computer utilizing a pointing device, such as a mouse, that

manipulates and activates graphical images on a display.

Header — see “Message Header”
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Highlight — The process of selecting an item from a list or tabular display. The selected
item is often identified through highlighting. This term may be used in place of
“Select”.

Hovering — The process of keeping a cursor, most often a mouse pointer, over a certain
area without clicking.

Hyperlink — A hyperlink, or simply a link, is a reference in a hypertext document to
another document or other resource. As such it would be similar to a citation in
literature. However, combined with a data network and suitable access protocol, it
can be used to fetch the resource referenced. This can then be saved, viewed, or
displayed as part of the referencing document.

Keyboard Focus — In computing, the focus is the component of the graphical user
interface which is currently selected. Text entered at the keyboard or pasted from
a clipboard is sent to the component which currently has the focus. The concept
is similar to a cursor in a text-based environment. However, when considering a
graphical interface, there is also a mouse cursor involved. Moving the mouse will
typically move the mouse cursor without changing the focus. The focus can
usually be changed by clicking on a component that can receive focus with the
mouse. Many desktops also allow the focus to be changed with the keyboard. By
convention, the tab key is used to move the focus to the next focusable component
and shift + tab to the previous one.

Lazy Initialization — In computer programming, lazy initialization is the tactic of
delaying the creation of an object, the calculation of a value, the loading of a
remote resource, or some other expensive process until the first time it is needed.
This approach replaces a long initial load-time with much shorter, less noticeable,
delays during application execution.

MKE - Acronym for Message KEy. This NCIC term refers to the type of a law
enforcement transaction. Other data sources such as NLETS and in-state
databases also use the term to designate the type of a transaction.

Message — Also may be referred to as a “Transaction”. Message in its most general
meaning is the object of communication. Depending on the context, the term may
apply to both the information contents and its actual presentation. In computing,
and more particularly in distributed communication, a message is a data item that
is asynchronously sent from one process or thread or endpoint to another process
or thread or endpoint.

Message Body — In communications and information science, the body or payload is the
data, such as a data field, block, or stream, being processed or transported. In law
enforcement, this refers to the aggregation of data fields being sent from a source
to a destination.

Ver. 2.01.0061 Chapter 1: Introduction and Overview Pg. 11
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Message Header — In information technology, Header refers to supplemental data placed
at the beginning of a message being stored or transmitted, which contain
information for the handling of the message. In law enforcement, a message
header generally contains the sender, destination, MKE, and any other
information related to the processing or routing of the message.

Mono-Spaced Font — A font which displays glyphs using varying widths is a
proportional font while one with fixed width is a non-proportional (or monospace
or fixed-width) font.  Non-proportional fonts are considered better than
proportional fonts for some purposes because their characters line up in nice, neat
columns. Most non-electronic typewriters and text-only computer displays use
only non-proportional fonts. Most computer programs which have a text-based
interface, such as terminal emulators, are configured to use only non-proportional
fonts.

NCIC Special Characters — NCIC defines a set of “special characters” that may be
entered into a data field that are neither alphabetic nor numeric character. The

standard NCIC set of special characters includes the following: ', '$', '&', "', * ¢,
IO, %, W @, N T e < S T
T,and .

OpenFox™ Message Switch — The OpenFox™ Message Switch is the central
component of the OpenFox™ Message Switching System. The message switch
provides centralized control of the flow of messages through an information
sharing system.

OpenFox™ Message Switching System — The suite of OpenFox™ products that relate
to the flow of law enforcement and public safety messages in an information
sharing system. This includes the OpenFox™ Message Switch, OpenFox™ client
applications, OpenFox™ databases, and more.

Select — The process of selecting an item from a list or tabular display. The selected item
is often identified through highlighting. This term may be used in place of
“Highlight”.

Server — A server is a computer software application that carries out some task (i.e.
provides a service) on behalf of yet another piece of software called a client.
Over the years, the term has adapted to also mean the physical computer on which
the server software runs

Terminal — A computer terminal is an electronic hardware device, almost always a
desktop microprocessor computer. It is used for entering data into, and displaying
data from, a computing system. This term may be used interchangeably with the
term “Workstation”.
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Terminal Mnemonic — In the law enforcement and public safety community, a terminal
mnemonic is a unique name assigned to a particular terminal. This term may be
used interchangeably with the term “Terminal ID”.

Terminal ID — In the law enforcement and public safety community, a terminal identifier
IS a unique name assigned to a particular terminal. This term may be used
interchangeably with the term “Terminal Mnemonic”.

Transaction — see “Message”

Variable-Width Font — A font which displays glyphs using varying widths is a
proportional font while one with fixed width is a non-proportional (or monospace
or fixed-width) font. Proportional fonts are generally considered nicer-looking
and easier to read and are thus more commonly used type of font in professionally
published printed material. For the same reason, they are typically used in GUI
computer applications, such as word processors and web browsers.

Workstation — A computer workstation is an electronic hardware device, almost always
a desktop microprocessor computer. It is used for entering data into, and
displaying data from, a computing system. This term may be used
interchangeably with the term “Terminal”.

Ver. 2.01.0061 Chapter 1: Introduction and Overview Pg. 13



OpenFox™ Messenger Guide

*** THIS PAGE LEFT INTENTIONALLY BLANK * * *

Pg. 14 Chapter 1: Introduction and Overview Ver. 2.01.0061



OpenFox™ Messenger Guide

Chapter 2: Messenger Architecture

OpenFox™ Messenger provides a GUI interface for submitting transactions to the
OpenFox™ Message Switch and for managing and viewing message responses.
OpenFox™ Messenger provides GUI forms for all entry, modify, delete, cancel, query,
and administrative message formats. Messenger provides an interface for managing and
viewing message responses that is very similar to existing email client applications (e.g.
Microsoft™ Outlook, Mozilla Thunderbird, etc.).

2.1 Mailbox Window

The Mailbox Window is the main screen through which a user interacts with the
Messenger software. This screen is presented to the user immediately after the user has
completed a successful logon through OpenFox™ Desktop. The Mailbox Window
provides the user with access to all messages stored on the local workstation through a
familiar email style interface.

Brand new in versions 2.01 and later is a major enhancement to OpenFox™ Messenger
which allows the user to configure the layout of the mailbox window. This option allows
the user to arrange the mailbox window components in a different fashion than the
default. These options are available as a user preference settings. For more information,
please refer to the chapter on Messenger user preferences.

The main sections of the Messenger Mailbox Window are identified in the following
screenshot.

Message Ouick Queries Sort Messages View Columns  Options
: — <5 5 () 7
QH=- QAR 9 @ OHEERB
RYAN' Folders I mke | user  [sour Surnmary | DateW | D [Type
3 Inbox RYAN USER  FREE: AM XMLRYAMTHIS IS ATEST 2008-11-26 09:3_ 8634
@ gent RYAN SWITCH FREE: AM XMLRYAMTHIS IS ATEST 2008-11-26 09:3. 9534
H Save RYAN IDACS  FREE: QW _NAMING HIT.DOBMSS00101.1.. 2008-11-26 09:3. 8633
‘of Tragh RYAN IDACS  FREE: QW NAMIMYRECORD TEST.DOBM . 2008-11-26 09:3. 9532
S Drafs RYAM NCIC FREE: QW _NAMING HIT.DOB/M9500101.1.. 2008-11-26 09:3.. 9533
@ Search RYAN SWITCH FREE: QW NAMING HIT.DOBMS500101.1.. 2008-11-26 09:3. 9533
RYAN NCIT FREE: QW..NAMIMYRECORD TEST.DOBM ... 2008-11-26 09:3... 9532

LEeeee g
[ o

=] Free Format

(3 OpenFox Commands
@ neic

3 NLETS

‘W[ view Message Details

| THIS IS A TEST
| MRI: 40227 IN: XMLRYAN 6 AT 26NOV2008 09:32:56
J OUT: XMIRYAN 5 AT 26HOVW2008 09:32:56

IAM. .EMLRYAN.THIS IS A TEST
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2.1.1 Move Focus To

OpenFox™ Messenger provides accessible hot keys which allow the user to quickly
jump focus to any one of the five main components of the Messenger Mailbox Window.
The user may press one of these hot key combinations from any Messenger screen to
quickly jump the keyboard focus to the corresponding mailbox window component. More
information about these different components may be found below.

User Session Window Tools

Yiew Folder L

Forms Ctrl- 0
Mail Folders Ctrl- L
Messages Crtrl- b

Message Preview Ciil-i
Cuick Query Ctrl- 2

Mailbox Window Section Hot Key Access

Tree-Based Form Menu Ctrl-O
Mail Folder List Ctrl-L
Message List Ctrl-M
Message Preview Ctrl-K
Quick Query Bar Ctrl-Q

2.2 Mail Folders List

All messages that are either sent from or received by OpenFox™ Messenger are stored in
one of the Messenger Mail Folders. These folders function like email folders in a
traditional email client application. By default, the mail folders appear in the upper left
portion of the Messenger mailbox window.

IE‘ FAr's Folders

% Inbox
U Sent

H Save

';ﬂ_']' Trash

Q}.. DCrafts

% Search
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The user may access any mail folder by simply clicking on the name of that folder.
When the keyboard focus is within this control, the user may cycle through the mail
folders by using the up arrow, down arrow, home, end, page up, and page down keys.
The user may also navigate to a mail folder through Messenger’s Accessibility menu.
This menu also provides hot key combinations that allow the user to quickly jump to a
particular folder. These hot keys may be used from any Messenger screen.

User Session  Window

% Inbox il

Move Focus To » | 0 Sent  Cilv
k) save  cuie
ﬂ Trash cCtl-T
% Drafts Ctil-D
“3» Search Ctil-H

Folder Name Hot Key Access Purpose

Inbox Ctrl-| Holds a copy of each message received from the
OpenFox™ Message Switch

Sent Ctrl-N Holds a copy of each transaction the user has
submitted to the OpenFox™ Message Switch
Provides a location where a user may save messages

Save Ctrl-A .
that he or she may need at a later time

Trash Crl-T Allows a user to double check messages before
actually deleting them

Drafts Ctrl-D Holds messages that the user has chosen to save as a
draft message
Holds the results from searches of the local

Search Ctrl-E messages

When there are unread messages in a Messenger mail folder, the name of that folder is
displayed in bold text with an indication of how many unread messages there are in the
folder. If any of the messages in the folder have a different colored then Messenger will
change the color of the folder name to represent the most important color. For example,
if a folder contains unread hit confirmation requests, then the folder name will be green.
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The following screenshot shows the user “RYAN” has 2 unread messages in the Inbox

folder and at least one of them is a hit confirmation request or response.

= RYvAMN's Folders
% Inbox{ 2 )
o Sent
H Save
o) Trash
W Drafts
"3 Search

2.3 Message List

When the user has selected a Messenger mail folder, the message list control appears in
the upper right portion of the Messenger mailbox window. Please note that depending on
how the user has configured their mailbox window layout, this control may appear in a
different area of the mailbox window. This control lists all of the messages in the

currently selected mail folder.

If the user right-clicks on a message in this list,

OpenFox™ Messenger will display the “Message Option” popup menu. For more
information on these options, please refer to the section titled “Menu and Toolbar

Actions”.
MEE | Lsar |S|:|ur|:e | Summary | Date W | Ing |Type |New |Size
A R AR LISER FREE: Abl_XMLREYAN THIS IS ATEST 2008-11-26 10:4... 9540 > [
ACK R AR SWITCH FREE: AM MLRYAR THIS IS ATEST 2008-11-26 10:4... 9540 ¥ [ O
7'z R AR LISER YR RTY=WP MAM=MYRECORD TEST 2008-11-2610:4... 95349 8 (] =
A R AR LISER FREE: Ab. XMLEYAN.THIS IS ATEST 2008-11-26 10:0.., 9537 > ] -
ALK R AR SWITCH FREE: Gy NARMMTO HIT.DOBM 95001010, 2008-11-26 10:0... 9536 > ] -
A R AR IDACS FREE: Wy, MAMMYRECORD, TEST.DOBS.. 2008-11-26 10:0... 9534 P ] o
e R AN MCIC FREE: oWy, MNAMMYRECORD TEST.DOBS.. 2008-11-26 10:0.., 9534 L4 ] J
ALK R AR SWITCH FREE: Gy NAMMYRECORD TEST.DOB/... 2008-11-26 10:0... 9535 > [ J
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2.3.1 Message List Columns

The message list control displays information regarding each message in the currently
selected mail folder. This information is broken up into several different columns. These
columns are described in the following table.

Column Name Description

MKE The MKE of a message is the type of transaction. For example an
MKE of “EW” stands for “Enter Wanted Person”.

This column displays the ID of the user that was logged into Messenger
User when a particular message was sent or received. Depending on the
user’s authority, this column may or may not be present.

This column displays the system which sent the message. For example,
the source of a message may be “NCIC” or “NLETS”.

Summary This column displays a brief description of the contents of the message.
This column displays the date and time at which a particular message

Source

Date J

was sent or received.

The ID column may be used to associate response messages with the
D original transaction. For example, if the user runs a query which

returns a response from five different databases, then the original
inquiry message and all five responses will have identical ID’s.
The type of a message may be one of the following:

Sent — Message was sent from Messenger
Type Response — Generic response message

Error — Reject message from the message switch

Hit — Positive hit response from a database
This column indicates whether or not a particular message has been

New .

viewed by the user.

This column contains a graphical representation of the size of this
Size message. Smaller messages are indicated via an empty white box.

Larger messages are represented by the box filling up with a blue color.
The more of the box that is filled with blue, the larger the message.

2.3.2 Hiding and Showing Columns

The user may choose which columns are shown and which columns are hidden from
view. This may be very important for mailbox layout configurations which display the
list of messages in a vertical orientation. In such layouts, the screen area allocated for the
columns has more vertical space than horizontal space, and unless the user chooses to
hide columns, the display will become cluttered.
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The user may right mouse click on the column headers to display the show/hide column

popup menu. If a column is currently shown, then there will be a check mark next to the
name of the column. If a column is currently hidden from view, then the check box will
be blank. By checking or clearing the check boxes, the user may choose which columns
will be displayed. Please note that the Date column must always be displayed.

I Cuat

MEE | Llzer |Snurce | Summary

AN RYAN  USER  FREE: AM.¥MLRYAN.THIS IS A TES| [v] MKE
ACK RYAM  SWITCH FREE:AM. XMLRYAN.THIS IS A TES| [/ user

kge! RYAM  USER Y@ RTY=WP MAM=MYRECORD TE

b RYAN  USER  FREE: AM XMLRYANTHIS IS & TES| ¥ Source
ACK RYAN  SWITCH FREE: Gy RAMMG HIT.DOBM 9500 [v] Summany
ey RYAM  IDACS  FREE: GW.NAMIMYRECORD,TEST| (] pate

ey RY&M  MCIC  FREE: 0wV RAMMYRECORD TEST 7D

ACK RYAN  SWITCH FREE: WV, MAMMYRECORD TEST

OpenFox™ Messenger Inbox Fold

[v] Type
[¥] Hew
[v] Size

The user has access to the same menu under the “Show Columns” pull down menu on the
mailbox window screen. This menu functions exactly the same as the popup menu
described above, except that this menu also provides a “Revert to Default” option which
will turn all columns to visible.

Pg. 20

|—) Mailbox for RYAN - Inbox

Message Quick Queries Sort Messages

N IEITE

£ RyAM's Folders
T Inbox
U Sent

Save
of Trash
R Drafts
@ Search

View Columns | Optiol
[v] MKE
[v] User
2| _MKE || v source
| i
ack : [v] Summary
iva f [l Date
fam A [l ID
Jrck
o g ¥ Tyme
o f [v] New
dack B ¥ size
Revert Setftings
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2.3.3 Message Sorting

The user may choose to order the messages in a particular mail folder by simply clicking
on the heading of the desired column. The messages will then be sorted according to the
values under the column on which the user clicked. That column will also show a small
black arrow which indicates the direction, either ascending or descending, of the sort.
Clicking on the same column again will reverse the direction of the search. The
following screen shot shows the view after the user has chosen to order the messages by
the Source column.

MEE | Jser |Suurce A| Summary | Date | 1D |T5t|:]e |New |Size
G Ry AN IDACS FREE: &'y MAMMYRECORD TEST.DOB/... 2008-11-2610:0... 9535 > [

G R Ar MCIC FREE: Gy, MAMMYRECORD TEST.DOBY... 2008-11-26 10:0... 9535 L4 [ [}
ACK Ry AN SWITCH FREE: Ad._MLRYANTHIS IS ATEST 2008-11-26 1004 9540 > [ ]
ACK Ry AN SWITCH FREE: @, NAMMO HIT.DOBM 95001010, 2008-11-26 10:0... 9536 > 1 O
ACK Ry AN SWITCH FREE: @WW. NAMMYRECORD TEST.DOB/... 2008-11-2610:0... 9535 > [ ]
AN Ry AN IJSER FREE: AM. XMLEYAMN.THIS IS ATEST 2008-11-2610:4... 9540 > 1 O
Kiel R AN IJSER YO RTY=WP MAM=MYRECCORD TEST 2008-11-2610:4.. 9534 8 [ [l
AN Ry AN IJSER FREE: AM. XMLEYAMN.THIS IS ATEST 2008-11-2610:0... 9537 > 1 ]

The user also has access to the same functions under the “Sort Messages” pull down
menu on the mailbox window. Choosing a column from this menu will order the
messages in the current folder according to the values under that column. Choosing the
same column by which the messages are currently sorted will simply reverse the order of
the sort. The pull down menu also provides a option to revert the sort to the default
setting.

Additionally, this pull down menu allows the user to lock the sort. When sorting has
been locked, the column used to order messages may not be changed until the sorting is
unlocked. This feature can be very useful for those user that find themselves clicking on
a column header unintentionally.

() Mailbox for RYAN - Inbox

Message OQuick Queries | Sort Messages | View
h = = || Sorting Locked
- H g
By MKE
B RYAN's Folders By User
1} Inbox _
4 Sent By Source
H save By Summary
of Trash By Date
" Drafts o
Tyne
% Search By Ivp
By ID
By New
............................................................................ By Eize
E] Free Format Bevert Settings
[MA MiroanEav Camrmande

Ver. 2.01.0061 Chapter 2: Messenger Architecture Pg. 21



OpenFox™ Messenger Guide

2.3.4 Column Ordering

The user may choose to rearrange the columns in the message list control. This is
accomplished by clicking and dragging the column header to the desired location. The
following screenshot is an example which shows the message list control while a user is
dragging the “Date” column into a new location.

mkE | Lser | Date W lm:e | Summany | In] |T\,rpe |New |Size
Al R AN 2008-11-2610:4.. ER FREE: AM. XMLEYAR.THIS IS ATEST 9540 > ]

ACK R AN 2008-11-26 1004 ITCH  FREE: AM_MLRYAN THIS 1S ATEST 9540 > [ ]
T R AR 2008-11-2610:4. . ER TEr RTr=WEP Mak=MYRECORD TEST 95349 B [ =
A R AN 2008-11-2610:0.. ER FREE: AM. XMLEYAM.THIS IS ATEST 9537 > [ |
ACK R AN 2008-11-2610:0..ITCH  FREE: oW NAMMO HIT.DOBM9500101.1.. 9536 > [ |
iy R AN 2008-11-2610:0... C5 FREE: W .MAMIMYRECCORD, TEST.DORY... 9535 > [ |
ity R AR 2008-11-2610:0.. 1C FREE: OWW_MAMIMYRECCORD, TEST.DORI. .. 9535 L (] i
ACK R AR 2008-11-2610:0.1TCH FREE: oW MNAMIMYRECORD TEST.DCBS.. 9535 > [ |

2.3.5 Single Message Selection

Using the message list control, the user may browse through all the messages in the
currently selected Messenger mail folder. When the user has messages highlighted, the
user may perform one of the various message actions. Please see the later section, titled
“Menu Actions” for more information.

Versions 2.01 and later of OpenFox™ Messenger allow the user to view multiple
messages in the message preview pane simultaneously. This is an enhancement over
older versions of Messenger which only allowed the user to view one message at a time.
For more information on displaying multiple messages, please see the following section
on multiple message selection as well as the chapter on Messenger terminal preferences.

The user may use the mouse to left-click on a particular message to highlight or select
that particular message. When the keyboard focus is in the list of messages, the user may
also use the up arrow, down arrow, page up, page down, home and end keys to navigate
through the messages in the list.

mkE | ser | Date W |Snurce | Summary | s} |Type |New |S|ze
A RvAMN 2008-11-26 10:49:33 USER FREE: AM._XMLREYAM THIS IS ATEST 9540 > [
ACK RvAMN 2008-11-26 10:49:33 SWITCH FREE: AM XMLRYAM.THIS IS ATEST 9540 > [ [l
h(el RrAN 2008-11-26 10:49:27 USER YR RTY=WER MAM=MYRECORD TEST 9539 & [ =
A RvAN 2008-11-26 10:02:48 USER FREE: AM.XMLREYAM.THIZ 13 ATEST 9537 > [ U
ACK RvAMN 2008-11-26 10:02:39 SWITCH FREE: QW MAMING HIT.DOBM950010... 9536 > [ [l
i) RvAMN 2008-11-26 10:02:34 IDACS FREE: OV MNAMMYRECORD, TEST.DO. . 9535 > [ Il
(Ei) RAN 2008-11-26 10:02:34 | MCIZ FREE: W MAMIMYRECORD TEST.DO... 9535 L4 [ |
ACK Ry AN 2008-11-26 10:02:34I>§WITCH FREE: Wi MAMMYRECORD TEST.DO... 9535 > [ U
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2.3.6 Range Selection

The user may select a range of messages if he or she clicks on either the top or bottom
message, presses and holds the Shift key, and clicks on the other message. Then, both
messages and all messages in between will be highlighted.

The user may also select a range of messages by using the keyboard. The user must first
navigate to either the first or last message. Then the user presses and holds down the
Shift key. The user may then navigate to a new message, and as the user navigates to new
messages, the range will either grow or shrink.

MEE | I ser | Date W |Snurce | Summary | Ing |T\,rpe |New |8ize
A RAR 2008-11-26 10:49:33%LISER FREE: AWM. XMLRYAR.THIS IS ATEST 8540 P []

ACK RAR 2008-11-26 10:49:33"8WITCH FREE: AM.XMLEYARN.THIS 1S ATEST 8540 P [ [
Ko RAAN 2008-11-26 10:49:27 LUSER Y RTY=WiP NAM=MYRECORD TEST 9439 2 [ -
A RAAN 2008-11-26 10:02:48 USER FREE: AWM _XMLRYAN THIS IS A TEST 9537 > [ J
ACK RAR 2008-11-26 10:02:39 SWITCH FREE: @, MAMNO HIT.DOEM 350010... 3536 P [ ]
(o] RAR 2008-11-26 10:02:34 IDACE FREE: cb. NAMIMYRECORD TEST.DO... 9535 P [ J
i RAAR 2008-11-26 10:02:34 WCIC FREE: Cb% NAMIMYRECORD TEST.DO.. 9535 L 4 [ U
ACHK RYAN 2008-11-26 10:02:34 SWITCH FREE: W MAMMYRECORD TEST.DC... 8435 > [ O

2.3.7 Multiple Message Selection

The user may highlight an arbitrary combination of messages by using the mouse. The
user may highlight a particular message, then while holding down the Ctrl key, click on
another message. That message will then be highlighted in addition to the first message.
The user may repeat this process to choose which messages are highlighted. If the user
holds down the Ctrl key and clicks on a message that has already been highlighted, then
that message will no longer be highlighted.

The user may also highlight any combination of messages via the keyboard. The user
must first navigate to a particular message. Then the user presses and holds down the
Ctrl key. The user may then navigate to a new message and, by pressing the space bar,
may highlight the message. While the user holds down the Ctrl key, this process may be
repeated for any number of messages. Similarly, pressing the space bar while on a
message that has already been highlighted will cause the message to no longer be
highlighted.

ik E | Lzer | Date W |Snurce | Summary | 1o |Type |New |Size
A R AR 2008-11-26 10:49:33 USER FREE: AM. XMLREYAR.THIS IS ATEST 9540 P 1

ACK R AR 2008-11-26 10:49:33 SWITCH, FREE: AM. XMLEYAR.THIS IS ATEST 9540 P ] m
Ao R A 2008-11-26 10:49.27 LISER I}’YQ: RTY="F MNAM=MYRECORD TEST 94534 & [ [
Ahd R AR 2008-11-26 10:02:48 USER FREE: AM_XMLRYAN THIS IS ATEST 9537 P [ [
ACK R AR 2008-11-26 10:02:39 SWITCH FREE: OW _NAMMNO HIT.DOBM 950010, 9536 > [ J
i) R AR 2008-11-26 10:02:34 IDACS FREE: oW MNAMMYRECORD,TEST.OO... 9534 P [ [
(i) R AR 2008-11-26 10:02:34 NCIC FREE: i MAMMYRECORD TEST.DO.. 9535 L 4 [ a
ACK R AR 2008-11-26 10:02:34 8WITCH FREE: W NAMMYRECORD TEST.DC... 9535 P [ U
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2.4 Message Preview Pane

When the user has selected messages in the message list control, those messages are
displayed in the message preview pane. This control is located in the bottom right
section of the Messenger mailbox window by default.

Peceived Time: Z008-11-24 10:03:41 Source ORI: INNCICO00
Summary: FREE: QW..NAM/MYRECORD, TEST.DCE/19500101.IND/Y
[Jview Message Details

11.0102BY , MET 0040231

CPO000019

MKE /WANTED PERSON - CAUTION

ARMED AND DANGEROUS

LIMITED EXTRADITION SEE MIS FIELD

ORI /CPO0000LS WAM/MYRECORD, TEST SEX/M BAC/W POB/TX DOB/19500101 HeT/510

WweT/175 EYE/ERC HAISERD SEH/DRE

SMTf 3¢ B HND

FPCf121011C0141159TTCT13 MU /A3-123454789 s0C/1234546789

OLHF11111111 OoLS/MD OLY /1999

OFF fHOMICIDE - WILLFUL KILL-POL OFF-GUN

DOW/19981201 OCRF123456273

wHo/435F1129 CcTI/MDl01z481T

MIS/EXTE EAST OF MISSISSIPEPTI ONLY ENOWN TO COLLECT, DRIVE AND STEAL CLASSIC CARS
AND OTHER ASSORTED THINGS THAT ARE HOT GOOD

LICfABC1Z2 LIS/MD LIY/Z000 LIT/EC

VIH/ZY2THS5LIO0002 wyRf1975

VMA/PONT WHMO/VEN ¥ST/ZD WCO/BLU

ORI IS ANY CITY PD MD 301 555-1212

DOBf19501012 |
nne f1952091% =

The user may highlight text in the preview pane by clicking and dragging the mouse over
the text. The user may then copy the text, so that it may be pasted elsewhere, by clicking
the right mouse button.

MEE /WANTED PERS0ON - CAUTION
AFPMED AHD DAHGEROUS
LIMITED EXTEADITION SEE MIS FIELD

ORI fCPO00001S WAM/MYEECORD, TEST SEX/M rpociu poefmy pop/19500101 HeT /510
WeT/175 EYEfBRO HAIfBRO SKH/DRRK Copy

SHTf8C R HHND Select Al

FPCf12101100141159TTCT1E MHUfA8-12345 Find in Document |22 2

OLWF11111111 oLs/MD OLY 1999
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2.4.1 Image Display

If a message contains an image, then OpenFox™ Messenger displays the image in-line
with the rest of the message data. The user may choose to save the image to his or her
local disk by choosing the "Export Images" option from the "Message™ menu. For more
information on this menu option, please refer to the following section titled "Menu and
Toolbar Actions”.

Feceived Time: 2008-11-24 11:43:44
Summary: QII: IMN=I1Z345a789

[ ¥iew Message Details

11L.0102BV ,MRI0040248
CPO000019
HEE f TMAGE

IMEf

Begin Image

Image Type: M
UPPER. TOP TEXT
UPPEER. BOTTOM TEXT

et o —
LOWEE. TOF TEXT
MIS: Hew Miscellaneous Field Data

End Image

2.4.2 Message Text Search

The user may perform a text search of the message(s) currently displayed in the message
preview pane. This is performed by right mouse clicking in the message display area and
choosing the “Find in Document” item. This option is also available via the “Message
Action” menu. When this action is chosen, Messenger displays the message text search
bar at the very bottom of the message preview pane. An example of this search bar is
shown below.

ORI IS ANY CITY PD MD 301 555-1212
DOB /19501012
DOBf1952091%
AKA/DEER, JIM

[Z4 Find: [TEST | & Next & Previous [v] Highlight
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The user may enter search text into the “Find:” box. Please note that the search will
ignore capitalization of the search terms and the text in the message contents. For
example, if the user enters “test” into the find box, the search will match on “test”,
“TEST”, and “Test”. If a match is found, then the message preview pane will highlight
the match. The user may cycle between matches by clicking on the “Next” or “Previous”
buttons on the search bar. If the user is one the last match and chooses the “Next” match,
then the search bar will wrap to the beginning of the message(s). This is indicated one
the search bar.

@ Heached bottom of document, continued from top

If the text entered by the user does not appear within the contents of the displayed
message(s), then the search bar will indicate this by changing the background color of the
find box to red and by displaying a message.

%4 Find: |

IE:] Ho Matches Found!

If the “Highlight” check box is selected, then Messenger will highlight all matches in the
current message(s) with a yellow color. Below is an example of the highlight check box.

Peceived Time: 2008-11-Z4 10:03:41 Source ORI: INNCICO00
Summary: FREE: OQW..NAM/MYRECORD, TEST.DOB/12500101.IND/Y
[Jview Message Details

1L0102BV ,MRI 0040231

CP 0000019

HKE /WANTED PERSON - CAUTION

ARMED AND DAHGEROUS

LIMITED EXTRADITION SEE MIS FIELD

ORI/CEOOOO01S HAM/MYRECORD, TEST SEX/M RAC/W POB/TX DOB/12500101 H&T/510
WeT/175 EYE/ERO HAI/fBRO SKH/DRE

SHMT/3C R HND

[l

B¢ Find: [TEST | & Mext O Previous [v] Highlight

The search bar will remain active until it is closed by clicking on the “X” button on the
left hand side of the bar. If the search bar is active, and the user navigates to a new
message, then the search will be run against the new message. Thus, the user may use the
search bar to perform an easy text search of messages in a folder by moving through the
list of messages while the search bar is active.

Pg. 26 Chapter 2: Messenger Architecture Ver. 2.01.0061



OpenFox™ Messenger Guide

2.4.3 Code List Lookup

The user may highlight an NCIC code value in the preview pane and select to look that
code up against a code list. To perform this action, the user must first highlight the code
value, the MFC field name, and the slash character in between them. If there are extra
spaces or periods, these characters will be ignored, however it is important to not
highlight any extra letters or digits. For example, the user has selected the text “SMT/SC
R HAND”.

1L0102BY ,MRI00A1171

CPO00001D

HMEE /WaANTED PERSON - CAUTION

ARMED AND DANGEROUS

LIMITED EXTRADITION SEE MIS FIELD

ORI fCPO00001Y WAM/MYRECORD, TEST SEX/M Rac/w POB/TX DOB,/19500101 H&T/510
WeT/175 EYE/ERO HAIfERO SEN/DRE

SMT/fSC R HHND

FPC/12101100141159TTCI13 MAU/AS-123456789 soC/1234546782

OLNf11111111 OLS/fMD OLY /1999

OFF fHOMICIDE - WILLFUL KEILL-FPOL OFF-GUN

DOW/19981201 ocafi1z3456273

WHO/&G35F1122 CTI/MD101Z261T

MIS/EXTE EAST OF MISSISSIPPI ONLY ENCWHN TO COLLECT, DRIVE AND STEAL CLASSTC CARS
AND OTHER ASSORTED THIHNGS THAT ARE HOT GOOD

After selecting the MFC and code value, the user may press the F1 key, or may access
the action from the right-click popup menu, or from the mailbox window’s options menu.

Options |

Messenger User Preferences

':j} Messenger Terminal Preferences
Code List Lookup F1i
Refresh Presentation Styles

®  HTML View

2 XML View

' Debug View

Messenger looks up the code’s text description and reports the translation to the user.

& Code Look Up

The value "SC R HND"® translates to:

Scar on Hand, right

OK
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Because the NCIC vehicle make, model, and style codes are dependent upon one another,
the user must highlight the VMA field, the VMA and the VMO fields, or the VMA and
the VMO and the VST fields when performing a look up for NCIC vehicle codes. For
example, the below screen shows the user highlighting all three fields in an NCIC

response.

LIC/ABC1Z3 LIS/MD LIY/Z2000 LIT/EC
VIN/Z2G1FPEZ233X2145000 wyRf1975
YMAfPONT YMOSfVEN ¥ST/2D vCo/BLU/RED
ORI IS ANY CITY PD MD 301 555-1212
DOB 19501012

DOE 19520912

After the user presses F1 on the keyboard, Messenger displays the translated code values.

& Code Look Up

The value ‘PONT VMONEN VST/2D' translate...

Vehicle Make:

Vehicle Model:
Vehicle Style: [Sedan, 2-door

Messenger will also perform VIN decoding through this same mechanism. Thus, a user
may highlight a VIN in a message response, and press F1 to see the decoded information.

Pg. 28

LICfABC1Z3 LIs/MD LIY/Z000 LIT/PC
VINSZE1FPZZ2G3E2145000 wYR/1975
VMASEPONT VMO /VEN ¥sT/ZD vCo/ELUSRED
ORI IS ANY CITY PD MD 301 555-1212

2
E Code Look Up [

The value "2G1FP22G3X2145000" translate...

VIN Number 2G1FP22G3X2145000

wake
Make Description m
Year

Model

Model Description CAMARO SPORT |

Style
Style Description
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2.5 Quick Query Bar

The quick query bar is located at the bottom of the Messenger Mailbox Window. This
control can be used to free form any single line transaction. When the user presses the
Enter key, the text in the quick query bar will be sent into the message switch.

oW, . NAM/PUELIC, TOHN.DOE/19500101.3EX/M

The quick query bar also allows the user to send in quick or short format queries. This
feature would allow a user, for example, to only type in a license plate number, and then,
by pressing a special function key, send in a query vehicle (QV) to the message switch.
The quick query formats available and the corresponding function keys may be different
depending on your copy of OpenFox™ Messenger. A complete list of available quick
query formats may be found under the mailbox window’s “Quick Query” menu.

The below screen shot shows a user entering a wanted person quick query.

IMYRECGRD; TEST. 19500101 .M

After pressing a special function key, OpenFox™ Messenger parses out the full query
wanted (QW) transaction and submits it into the switch.

|Qw..HAMIMYREC@RD,TEST.DDBElQSDDlDl.SEEHM.IHDIY

The quick query bar allows the user to enter any valid OpenFox Message Switch
command. For more information on switch commands, please refer to the OpenFox
System Administrator Guide.

The quick query also provides a quick access to the Messenger transaction forms. If the
user types "DQ", Messenger will open the NLETS driver's query (DQ) form. A user may
enter the names of many forms, separated by a space, press Enter, and Messenger will
open all the forms. The below screen shot shows a user opening the DQ, RQ, and QW
forms.

IDQ RQ QW

The quick query bar also maintains a history of the transactions and commands that have
been run. By pressing the up arrow and down arrow keys, the user may browse
backwards and forwards through the history.
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2.6 Tree-Based Form Access

The tree-based form control is located in the bottom left section of the Messenger
mailbox window by default. This control provides the user with an alternate method of
accessing the Messenger Forms. For more information, please visit the following
section, titled “Form Access”.

El Free Format

O OpenFox Commands
B MCIC

O3 Aicle

i+ [ Eoat

5]
B
)
=
=

[dentity Theft

1]}

lmage

License

Missing Persan
MICS

ORI

Other Transactions
Protection Order
Securities
Supenised Release
LInidentified Persan
Wahicla
Wehicle/Boat Part
O GangTerrorist

@ wanted Person
MLETE

ca
a
ca
3
ca
ca
a
ca
ca
a
ca
3
ca
ca

e R R TR TR R e e R R IR SR TR Rt e R
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2.7 Disk Usage Monitor

OpenFox™ Messenger provides a disk usage monitor so that a user may observe the
amount of reserved disk space that is currently being used by messages stored on the
workstation. The disk usage monitor is displayed in the upper right section of the
Messenger mailbox window. The user may determine the exact percentage of reserved
disk space used by hovering the mouse over the disk usage monitor.

39.05% Used

As more of the disk space reserved for Messenger becomes filled, the disk usage monitor
reflects this.

75.34% Used

When the reserved disk space is nearly completely filled, the disk usage monitor will
change to a red color.

= 91.42% Used

| |

If you are experiencing high disk usage, this may be indicative of a configuration
problem. Please contact your supervisor. In typical configurations, Messenger will begin
overwriting the oldest messages in your mail folders when the disk space becomes
completely full.
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2.8 Menu and Toolbar Actions

The Messenger mailbox window provides several menu actions to the user. Some of
these actions are only available via a pull down menu, and some of these actions are also
available on the mailbox window tool bar.

2.8.1 Message Actions

These actions are located in the Messenger mailbox window’s “Message” pull down
menu.

) Mailbox for RYAN - Inbox

Message | Quick Queries Sort Messages Vic

@ Delete Delete

H Save Ctrl-S
_ﬁ Rename Crl-H

@ Find in Document Ctrl-F
"73) Find Messages Cirl+ Shift-F
\% View Form Enter
@ Open in Window Ctrl-Enter
@ Open in New Window Alt-Enter
A | Reply Chl-R
_Sg Forward Ctrl-B
jﬁ Print Ctil-P
(] 5 Start Auto Print
ﬂ Move Message(s) to ]
j-;". Export b
Q View Unread Message Ctrl-L

Select Related Message(s) Crl-

Select All Ctrl+ S hifta

@ Clear Selection Ctrl+ ShiftC

. Reverse Selection Ctrl+ Shift-R

This same menu is available by right mouse clicking on a message in the message list
control.
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Many of the same actions are also available through the Messenger mailbox window’s
toolbar control, which is directly under the menu bar.

AHy IRNZRS >

2 DEEE R

Some of the actions under this menu are “message actions”. These actions affect or are
related to the whatever messages are currently selected or highlighted in the message list

control.

These actions either use the highlighted messages to perform some new

function, or they affect the highlighted messages by moving them to a different folder,
deleting the messages, etc. The message actions are explained in the below table.

Action

Hot Key

Description

Delete

Delete

This action will move the selected message(s)
into the “Trash” mail folder. If this action is
performed on messages already in the “Trash”
folder, then those messages will be
permanently deleted.

Export

None

This action will export the selected
message(s) to one of the following formats:
HTML (the HTML document displayed in the
message preview pane), Text (plain text view
of the message), or XML (the raw XML data
of the message). This action may also be used
to export any images embedded within a
message.

Find in
Document

Ctrl-F

This action will activate the message preview
page search bar. For more information, please
see section 2.1.3.2

Find
Messages

Ctrl+Shift-F

This action displays the Search Local
Messages dialog box. For more information
about message searches, please see the section
titled “Local Message Search” under
“Messenger Features”.

Forward

Ctrl-B

This action will display an administrative
message form which may be used to forward
a copy of a message or messages to another
terminal.

Move

None

This action allows the user to move the
selected messages to any other mail folder.

Open in
New
Window

Alt-Enter

(The user may
change the
shortcut via
preferences)

This action will open a separate message view
window and display the contents of the
selected message(s).
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Action Icon Hot Key Description
Open in S—— Ctrl-Enter | This action will display the contents of the
Window L‘ | selected message(s) in a separate message
" (Tchhea:;eert?eay view window. If there is a message view
shortcut via window already open, then this action will
preferences) | reuse the open window.
Print ) Ctrl-P This action will print the selected message(s).
3 ;d For more information about printing, please
see the section titled “Printing” under
“Messenger Features”.
Rename / Ctrl-N This action allows the user to change the text
___J that appears under the Summary column.
Reply {-‘.., Ctrl-R This action will display an administrative
__J message form which may be used to reply to
) the selected message.
Save Ctrl-S This action will move the selected message(s)
H into the “Save” mail folder.
Start/Stop None This action will toggle whether automatic
Auto Print a printing is turned on or off. For more
information about auto printing, please see the
section titled “Printing” under “Messenger
Features”.
View Form Enter This action will attempt to display the form
Q‘} that was used to submit the selected message.
(The usermay | ¢ the selected message is a response, then this
change the :
shortcut via action will attempt to display the form that
preferences) | was used to submit the message which

solicited the selected response.

If the original message was submitted via the
quick query bar or through a custom style
sheet hyperlink, the message will be displayed
in the quick query bar.

2.8.2 Selection Actions

These actions also include selection actions which may be used to change what messages
are currently highlighted or selected in the message list control. These actions do not
change any messages. Instead, they only change what messages are selected. These
selection actions are explained in detail in the following table.
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Action Icon Hot Key Description

Clear ¥ Ctrl+Shift-C | Clear Message Selection — This action will

Selection select or highlight none of the messages in
the current mail folder.

Reverse Ctrl+Shift-R | Reverse Message Selection — This action will

Selection change the set of selected or highlighted
messages so that if a message was selected, it
will not be unselected and if a message was
not selected, it will now be selected.

Select All 7 Ctrl+Shift-A | Select All Messages — This action will select

or highlight all messages in the current mail

folder.

Select Ctrl-G Clear Message Selection — This action will

Related select or highlight none of the messages in

Message(s) the current mail folder.

View Ctrl-U Clear Message Selection — This action will

Unread D select or highlight none of the messages in

Message the current mail folder.

2.8.3 Quick Queries

The actions under this menu may be used, in conjunction with the quick query bar, to
submit a quick or short format message. For each quick query format, this menu will
display a name and the special function key that executes the quick query. Also, if the
user hovers the mouse cursor over a quick query, Messenger displays a reminder of the
format for the quick query.

The set of quick queries which are available is typically configured in an enterprise wide
configuration file. However, it is possible to override this setting on individual terminals.
Thus, if your agency wishes to have a different set of quick query formats available, it is
possible to do so. For more information regarding changing the formats, please contact
the Messenger purchasing agency.

Please note that the items beneath your quick query menu may be different from those
shown below. For more information regarding the exact format of the quick queries,
please contact your supervisor.

) Mailbox for RYAN - Inbox

Message | Quick Queries | Sort Messages

u)\\) H Run a Quick RO F=2 _ﬁ iy

Run a Quick DO  F=

Run a Quick Qw r4 | MKE
Run a Quick Q¥ 5
=] all]

af Trash Enter. LIC.LIS
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2.8.4 Sort Messages

The actions under this menu may be used to change the order in which messages appear
within the message list control. This menu provides a keyboard accessible method of
sorting all messages within a specific mail folder. For more information about sorting
messages, please refer to the earlier section “Message Sorting” under “Message List”.

|1 Mailbox for RYAH - Inbox

Message Quick Queries | Sort Messages | Yiew
d = [_] Sorting Locked
A Y O
By MKE
S FrAN's Folders By User
5 Inbox ~
ur Sent BYSOINES
B save By Summary
of Trash By Date
Ny Drafts By Type
“Fa Search
By ID
By Hew
By Size
Revert Settings

2.8.5 View Columns

The items under this menu may be used to change whether columns in the message list
control are shown or are hidden from view. This menu provides a keyboard accessible
method of changing this setting. For more information about hiding and showing
columns, please refer to the earlier section “Hiding and Showing Columns” under
“Message List”.

) Mailbox for RYAN - Inbox

Message Quick Queries 5Sort Messages | Wiew Columns | Option
d = #  | [vI MKE
Ll e |
Ady OB A&
B RYAN's Folders |_MKE | [/ source
T Inbox Ao
 Sent o [v] Summary
= save dack Date
o) Trash A v ID
Ny Drafts Nack
3 ¥| Type
T Search ] Ngn vl Ty
an [¥] Hew
oK vl Size
i Sl Revert Settings
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The actions under this menu may be used to affect various parameters regarding the
display of messages or the printing of messages, and it provides access to the Messenger
More details about the different options available in this menu
follows the screenshot.

Preferences screen.

Options

Messenger User Preferences

‘% Messenger Terminal Preferences
Code List Lookup F1
Refresh Presentation Styles
HTML View

2 XML View

= Debug View

Name Description

Messenger User
Preferences

This action will display the Messenger User Preferences screen.
For more information please see the “User Preferences” section of
chapter 5.

Messenger Terminal
Preferences

This action will display the Messenger Terminal Preferences
screen. For more information please see the “Terminal
Preferences” section of chapter 5.

Code List Lookup

Performs a code list lookup on the currently highlighted text in
the preview pane. Please see section 2.4.3 for more information.

Refresh Presentation
Styles

Refreshes and checks for updates to all Messenger presentation
style sheets. Users will not need to select this option unless
specifically instructed by an administrator.

HTML View

Selecting this action will cause OpenFox™ Messenger to display
selected messages in presentation format. This format will be
used almost exclusively.

XML View

Selecting this action will cause OpenFox™ Messenger to display
selected messages in an “XML” view. This view may be useful
for problem resolution.

Debug View

Selecting this action will cause OpenFox™ Messenger to display
selected messages in the raw format view. This view displays an
exact low level copy of the data which was transmitted across the
communications line. This view is useful for problem resolution.

Ver. 2.01.0061
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2.9 Form Access

OpenFox™ Messenger provides users with access to the GUI transaction forms. If a
particular user does not have the authority to open a form, then that form will not appear
in the form access menu. Messenger allows a user to access the forms through two
methods, the “Forms” menu or the Tree-Based form control. Both methods display the
exact same information, and both methods provide access to the exact same forms. The
user is free to choose which method to use.

If the user has configured any favorite forms, these items will be displayed in both the
pull down menu and the tree control. If there is a keyboard shortcut for opening a
favorite form, then it will be displayed to the right of the form name. For more
information regarding favorite forms, please refer to the chapter on user preferences.

2.9.1 Forms Menu

When OpenFox™ Messenger is the currently active Desktop module the “Forms” menu
is the left-most menu option in the common Desktop menu bar. For more information
about Desktop, please refer to the OpenFox™ Desktop Guide. The user may navigate
this pull down menu with either the mouse or the keyboard.

Accessibility User Session  Window Too

Free Format

OpenFox Commands #
Article

Boat

Gun

Identity Theft

m

Image

License

Missing Person
HICS

ORI

Other Transactions
Protection Order
Securities
Supervised Release
Unidentified Person
Vehicle
Vehicle/Boat Part
Gang/Terrorist
Wanted Person

T v T v v v W W W ¥ W W w W w W W ¥

Pg. 38 Chapter 2: Messenger Architecture Ver. 2.01.0061



OpenFox™ Messenger Guide

2.9.2 Tree-Based Form Menu

The tree-based form menu is located in the lower left portion of the Messenger Mailbox
Window. The user may navigate this control with either the mouse or the keyboard. On
the keyboard, the user may expand or collapse a folder of forms by pressing the Enter
key.

El Free Format

O3 OpenFox Commands
= NCIC

i+ O Aricle

i+ [ Boat

i+ O3 Gun

Identity Thett

I

Image

License

Missing Person
MICSE

QORI

Other Transactions
Frotection Order
Securities
Supenised Release
Lnidentified Perzon
Yehicle
Yehicle/Boat Part
B Gang/Terrorist

3 wwanted Person

CEssrsss@@mdsssmsss
PhopbbbobbEObEDE

=
=
m
—
[un]
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Chapter 3 Messenger Features

This chapter explains the features present in OpenFox™ Messenger.

3.1 Message Flow

OpenFox™ Messenger is a web-based graphical user interface to the OpenFox™
Message Switching System. The Messenger Mailbox Window is the screen through
which all workstation messages are managed. Using OpenFox™ Messenger to manage
workstation messages is very similar to using any standard email client application (e.g.
Microsoft® Outlook, Mozilla Thunderbird, or web-based email).

) Mailbox for RYAN

Message Quick Queries Sor

CEY IE
= RAMN's Folders
I Inboy
U Sent
H Save
of Trash

" Drafts
32 Search

3.1.1 Submitted Messages

When the user submits a transaction through either one of the Messenger GUI Forms,
from the quick query bar, or through some other means, an exact copy of that transaction
will be stored in the user’s “Sent” mail folder.

A user’s “Sent” mail folder displays a history of transactions submitted from the
workstation.

B RvAM's Folders §§ MIE | Date A | Source | Tupe | Size
% Inhoy JFREE 2008-12-0915:31:44  MESSEMGER G ]

U Sent :|FREE 2008-12-0915:31:82 MESSENGER & [l
= save :|FREE 2008-12-0815:32:05  MESSEMNGER i -

of Trash :JFREE 2008-12-0815:3213  MESSEMNGER @ [

S Drafts i (el 2008-12-09 15:32:24  |MESSEMNGER & J
5 Search (a2 2008-12-0915:32:36  MESSEMGER ¥ J

H [a0 2008-12-08 15327  MESSEMNGER ¥ J
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The user may perform the *“view message” action to display a particular submitted
message in a Messenger form or the quick query bar. If the user performs this action on a
response message then OpenFox™ messenger will find the original submitted message
that resulted in the response message. This original submitted message is displayed in
either a Messenger form or the quick query bar.

For more information regarding the “view message” action and other message actions,
please refer to the earlier section, titled “Menu and Toolbar Actions” under “Messenger
Architecture”.

3.1.2 Responses

When OpenFox™ Messenger receives a message from the OpenFox™ Message
Switching System the message is stored in the user’s “Inbox” mail folder. The message
will be marked as “new” until the user views the message in the Messenger message
preview pane. OpenFox™ Messenger notifies the user that there is a new message with
an audible alarm and a new message notification window. For more information, please
see the following section.

The “Inbox” mail folder displays a record of messages received from the OpenFox™
Message Switching System.

S FAN's Folders : MKE | Date W [ Source [ Type | Size |

T Inbox i [0 2008-12-09 15:32:25  IDACS 3 (]
W Sent el 2008-12-0915:32:25 MCIC P D
K save i|ack 2008-12-0915:32:25  SWITCH > [}
af Trash oA 2008-12-09 153213 USER 3 [}
& Drafts Ak 2008-12-09 153213 SWITCH & ]
@ Search B [ 2008-12-0815:32:08  IDACS ¥ ]

B [a1"0s 2008-12-09 15:32:05 MNCIC L4 D

3.1.3 New Message Notification Window

When OpenFox™ Messenger receives a message from the OpenFox™ Message
Switching System, it notifies the user by displaying a new message notification window.
This window appears in the lower right corner of the workstation’s screen. This window
will appear above all other top-level application windows. Thus, even if the user is
working with a different full-screen application, he or she will still see the notification.

The new message notification window informs the user of how many un-read messages
are currently inside the “Inbox” mail folder. If any of these un-read messages are error or
positive hit responses, the text color of the notification window changes. The user can
immediately jump to the “Inbox” mail folder by clicking anywhere inside of the
notification window.

The new message notification window informs a user that there are three un-read
messages (at least one is a positive hit response) in the “Inbox” mail folder.
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User HYAN

You have 1 new messare.

< |z % W) 346 PM

3.1.4 Saving Messages

The user may choose to save specific messages to the “Save” mail folder by highlighting
the appropriate messages and performing the “save message” action. This action may be
performed by clicking on the appropriate icon in the mailbox window’s toolbar, or by
selecting the “Save” option from the “Message” menu. The message is then moved into
the “Save” folder.

) Mailbox for RYAN - Inbox -

Message Quick Queries 5Sort Messages

Ay DD

B RYANY5ave the selected message(s) ——
T} Inbiow | S Ik
- — o falhl;

For more information regarding the “save message” action and other message actions,
please refer to the earlier section, titled “Menu and Toolbar Actions” under “Messenger
Architecture”.
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3.1.5 Deleting Messages

The user may choose to delete specific messages by highlighting the appropriate
messages and performing the “delete message” action. This action may be performed by
clicking on the appropriate icon in the mailbox window’s toolbar, or by selecting the
“Delete” option from the “Message” menu. The message is then moved into the “Trash”
folder. If the selected message(s) is already in the “Trash” folder, Messenger
permanently deletes the message from the local workstation.

Message Quick Queries 5Sort Messages VYiew Col

QY EAEAM WS

B RyaM's F A=
3 Inbox Delete the selected :r:’ngg?sage{s}
u Sent ‘ i 1L

For more information regarding the “delete message” action and other message actions,
please refer to the earlier section, titled “Menu and Toolbar Actions” under “Messenger
Architecture”.

3.1.6 Automatic Message Delete

OpenFox™ Messenger may be configured to automatically delete old messages from the
workstation. This configuration is handled by the agency providing the OpenFox™
Message Switching System services. This configuration is often enabled to help meet the
FBI CJIS Security Policy.

Depending upon the configuration, messages may be automatically deleted from the
workstation after a specified amount of time has elapsed. When this amount of time has
passed, the old messages will be automatically removed from the mail folders and erased
from the workstation. The user will no longer have access to these messages.

Individual workstations have the ability to override this setting through the Messenger
terminal preferences. Although workstations can change this setting to a shorter amount
of time, it cannot be overridden so that messages are kept for a longer amount of time.
Such an ability would breach the CJIS Security Policy and would be found when the state
is audited by the FBI. For more information on changing this setting, please see the
chapter on terminal preferences.
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3.2 Message Types

When a message is stored in one of the Messenger mail folders, it is assigned a message
type. OpenFox™ Messenger classifies messages into four distinct types: Submitted
Messages, Generic Responses, Positive Hit Responses, and Error Responses. Each of
these different message types is identified by an icon representation and a different color
text. These are listed in the table below.

Type Icon Sample Text
Submitted Message 1l g KQ: NAM/MYRECORD, TEST.DOB/19500101

Generic Response QW: NAM/MYRECORD, TEST.DOB/19500101

Positive Hit Response QW: NAM/PUBLIC, JOHN.DOB/19500101

Hit Confirmation YQ: LIC/ABC123.COU/ORANGE

Draft Message QW: NAM/PUBLIC, JOHN.DOB/19500101

Error Response QW: LIC/ABC123.COU/ORANGE

X0 <=

3.2.1 Audible Alarms

OpenFox™ Messenger will play an audible alarm when a new message is received from
the OpenFox™ Message Switching System. This audible alarm will identify the type of
the message received by Messenger.

3.3 Advanced Message Actions

OpenFox™ Messenger provides several advanced message actions. These advanced
actions provide the user with the ability to easily spawn new NLETS hit confirmation
request messages from an NCIC hit response and the ability to easily respond to hit
confirmation requests that are received by the workstation. Additionally, this feature may
be used with criminal history transactions or other state specific transactions. Please refer
to your state technical contact for more information.

Because these actions may only be performed on specific messages, they are not always
available to the user through the “Message” menu in the Messenger mailbox window.
When the user highlights a message against which he or she may perform an advanced
action, Messenger provides the action at the top of the “Message” menu.
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3.3.1 Hit Confirmation Request

The user may perform the hit confirmation request action on any of the following positive
hit responses: wanted person, missing person, protection order, stolen vehicle, felony
vehicle, stolen license plate, stolen gun, stolen article, stolen security, stolen boat, or
stolen part. The user may choose the “Request Hit Confirmation” option from the
“Message” menu.

i MKE [ Date W | Source | Type
QY 2008-12-09 15:46:32 IDACS >
[ | YO (Nanted Person): NAMMYRECORD TESTOOBSS0NONSENM. | b4
ifnck >
Aoy e >
vy gj Delete Delete 2
HACK H Save Ctrl- 4
faw - N4
= _ﬁ Rename Chrl-N e
I
@ Find in Document Crl-F BT :
%30 Find Messages cifesnier L+ SEL/M. IND/Y
[ view Message|
\% View Form Entar
i 1101028V ,MRI00 Open in Window Cirl-Enter
AN CP000001D =

OpenFox™ Messenger will parse the relevant data fields out of the NCIC response,
automatically display an NLETS hit confirmation request form, and fill in the form fields.

=

E Y0 - HLETS Hit Conformation Request : rJ

~Header Information Request Information

o [ * Request # hd
* Confirmation Priority | bl
#Destination 1 |CPO000019 |

* pgencyCase#  |123456273 |

ControlFied | | *NCICH  [W146203706
~Hit Information ~Req ‘s Information
*Request Type | WP =Wanted Person - * Ry t [savATZIY, RYAN |

* Requesting Ayency |CPIJI]I]I]I]I]I] |

*Name  |MYRECORD,TEST | Phone #
hone

Extension
* Date of Birth 19500101
Far #
Court Order #
Sex M=Male ~
Warrant# |
Remarks
Clear Close
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3.3.2 Hit Confirmation Response
The user may perform the hit confirmation response action on a hit confirmation request

message that he or she has received through Messenger.

“Confirm this Hit” option from the “Message” menu.

The user may choose the

MKE |

Date W

[ Saurce |

Type

2008-12-0915:57:14
2008-12-0915:57:14
2008-12-0915:46:32
2008-12-09 14:46:31
2008-12-09 145:46:31
2008-12-0815:32:58
2008-12-0915:32:57

Z008-12-0% 15:

Y RTY=WEP NANMS

[J¥iew Message Details

¥Q.CP0000019

FROM: (CEOOODDLS)
TO: (CEOO000D12)

*MEI0040505

@ Find in Document
530 Find Messages
Q% View Form

Open in Window

IE 0Open in New Window

) repy

| lﬁﬁ Forward

[elete

Ctrl-2

Ctrl-M

Ctrl-F

Ctrl+Shift-F

Enter

Ctrl-Enter

AltEnter

Ctrl-R

Ctrl-B

OpenFox™ Messenger will parse the relevant data fields out of the NLETS request
message, automatically display an NLETS hit confirmation response form, and fill in the

form fields.

[E] YR - NLETS Hit Conformation Response

Header Information Resy Information
ORI * Confirmation Status | |
Confirmation Hours
# Destination 1 |CPDDODD19 |
*pgencyCase# 123456273
ControlFieWd | | NCIC#  [W146203706
. Hit Information  Confirmer's Information
#Hit Type | WP =Wanted Person - *Confirmer  [SAWATZKY, RYAN |
* Confirming Agency |l:r |
*Name |MYRECORD,TEST
Phone #
Extension
# Date of Birth 19500101
FAX #
Court Order #
Sex M=Male W
Warrant # |
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3.4 Printing

OpenFox™ Messenger supports the ability to print any message in a mail folder to either
a graphical (e.g. inkjet) printer or a continuous feed (e.g. dot-matrix) printer. To print a
message, the user must first highlight a message. Then the user may either choose the
“Print” option from the “Message” menu, or the user may click on the print icon on the
Message mailbox window toolbar.

Messenger allows the user to print via the “Message” menu.

| Mailbox for RYAN - Inbox

Quick Oueries Sort Messages VWiew C

| Delete Delete ﬁ

H Save Ctrl-5

5 1l T
Rename Ctrl-M e

@ Find in Document Ctrl-F Mes

@3 Find Messages Ctrl+ShittF  PHT

- ED

\% View Form Enter

Open in Window Ctrl-Enter Q00

- HTT

Open in Hew Window Alt-Enter

@ Rephy Ctrl-R

- a3

L/.ﬁ Forward Ctrl-B LRy

[ @ Start Auto Pril print the selected messags

ﬂ\ [ ¥ B ¥ S R

Messenger also allows the user to print via the toolbar.

__J Mailbox for RYAN - Inbox -

Message Quick Queries 5Sort Messages View Columns Options

A II@@&% » © U

B Fval's Folders : Frint the selected messadeds)
% Inbox : eceived Time: 17— : - ¥l S ouUrCE

A Cant SENT 2 amam ey RORRE - "ilaT MAM AT HTM TR S 19l
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3.4.1 Dispatch Printing

Messenger may operate in one of two different printing modes: Windows Printing, and
Dispatch Printing. The user may choose between these two modes in the Messenger
printing preferences screen. For more information regarding this, please refer to the
chapter on user preferences.

When dispatch printing mode is enabled, then Messenger will use the settings under the
Messenger printing preferences screen. Please see the chapter on user preferences to see
how to access this screen. A typical configuration example of this screen is shown
below.

Printers Preferences
[ Printer List | General |(Image Capable | Dot Matriz |

Printer List
~Messenger Printers

Marme & Type Selective Auto
Adobe PDF Image Capahle
Fax Image Capahble
FHP 147 Dot wlatrix L4
HF Color Laserdet 4700 Image Capahble
HF LaserJet 1020 Image Capable L
HF LaserJet 4050 Series PCL 4 (right) Image Capahble
HF LaserJet F4014 {lef Image Capahle
Microsoft Office Live Meeting Document wWiter Image Capahble
Microsoft XPS Document Writer Image Capahle

Change the Properties of the Highlighted Printer

Tyme of Printer
DotMatix  ~| |  SetSelective Printer | | Set Auto Printer || Pagesetn |

‘ Delete | ‘ Clean |ExtraLineFeeds: 73 FontAdjust: | 0B

This screen shows all the printers which are accessible from this terminal. In order for a
printer to show up in this list, the terminal must be able to use the printer from other
standard Windows software such as Microsoft Word. This screen allows the user to
configure their printer settings the first time, and then the user will never have to touch
the settings again, unless the user desires to change the configuration. In the above
screen shot the “FXP 147" printer will be used for auto printing, and the “HP LaserJet
1020” printer will be used for selective printing.

The name column displays the name of the printer. The type column indicates whether
this printer is an image capable device (inkjet, deskjet, laser, etc), or a dot matrix style
printer. The last two columns indicate which printer will be used for selective printing
and which printer will be used for automated printing. For more information, please see
the next few sections.
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The user may change the settings of a printer by highlighting the appropriate line, and
then changing any of the options at the bottom of the screen. The “Type of Printer”
allows the user to configure whether the printer is an image capable device or a dot
matrix printer. Please note that it is very important to have this setting correct. If the
user is printing to a dot matrix printer and sees all dots, or if the user is printing to an
image capable printer and the text flows of the right hand side of the paper, then it is
likely that the printer is setup as the wrong type. Please double check the “Type of
Printer” and make sure that it is correct.

Type of Printer

Image Capable |

Image Capable
Dot Matrix

Pressing either the “Set Selective Printer” or the “Set Auto Printer” button will make the
current printer used for either selective printing or for automated printing. As soon as the
user presses the button, the printer list display will move the appropriate check to the
selected line.

Change the Properties of the Highlighted Printer

Type of Printer .
[ i i ! i [
Image Capable + . Set Selective Printer Set Auto Printer - Page Setup |

Clean Font Adjust: 0=

If the user is currently selecting an image capable printer, then the “Page Setup” button
will allow the user to change some advanced printer options. When the button is
selected, the below window will be displayed. The user may change the paper size, paper
source tray, paper orientation, and page margin settings for this printer. Any changes are
stored in the user’s preferences and never have to be touched again.

e S =~
Media
Size: |Letter v|
Source; |“‘ tically Select v|
Orientation Margins
[A] ® Portrait
left in) right (i)
' Landscape 0.5 0.5
top (i) bottom (i)
s | o5 |
' Rewverse Landscape
Cancel
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Additionally, the user has the option of manually adjusting the font size used to print to
image capable devices. This setting is controlled through the “Font Adjust” control. If
the user enters a positive value in this field, then the font size will be made larger. If the
user enters a negative value in this field, then the font size will be made smaller. Values
farther away from zero will have a larger effect on the font size, and values closer to zero
will have a smaller impact. Users may find it useful to experiment with this setting until
they find a setting which works for the printer they wish to use.

Change the Properties of the Highlighted Printer

Type of Printer
image Capable | | Set Selectve Printer | | Set Auto Printer | | Pagesewp |

Clean Font Adjust: 0=

When the user has selected a dot matrix printer, then he or she may adjust the number of
extra line feeds that are printed following each print job. Many dot matrix printers have a
“paper shield” that hides text which has just recently been printed. In order to see the
text, it is necessary to move the paper feed up. Instead of doing this manually after every
print job, Messenger allows the user to automatically scroll the paper by a number of
blank lines. This setting is changed through the “Extra Line Feeds” control.

Change the Properties of the Highlighted Printer

Type of Printer
DotMatiix = |  SetSelectivePrinter | | Set Auto Printer N Page Setup

1
_ Clean | Extra Line Feeds: _?|_=f

The printer list may display some printer lines with a grey background. These printers
are called inactive printers. These are printers to which the user previously had access,
but no longer does from the current workstation. This can happen when a printer is
removed from service, or when the user moves to a different agency. Inactive printers
are very common for trainers and auditors since they typically sign onto Messenger from
many different locations, each of which has their own set of printers.

The user may leave inactive printers alone because they will not affect the operation of
the Messenger software. If access to an inactive printer is ever restored (by reinstalling
the printer, or moving back to an old location), then the printer will become active and
any print settings are still remembered. If the user wishes to remove inactive printers,
then the user may select an inactive printer and press the “Delete” button. Also, the user
may choose to remove all the inactive printers by pressing the “Clean” button.

Change the Properties of the Highlighted Printer

Type of Printer
Dot Matrix - | | Set Selective Printer | | Set Auto Printer | | Page Setup

| Delete | | Clean | Extra Line Feeds: 7
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3.4.2 Windows Printing

If the user chooses to disable dispatch printing, then Messenger will use print behavior
similar to that used by other standard Windows software such as Microsoft Word. In this
mode, the user must select a printer and print options the first time that they attempt to
print. This applies to the first time that the user chooses to selectively print a message,
and the first time that the user chooses to enable automated printing. If the user exits
Messenger and re-launches the application, then the first time they print, they will have to
reconfigure the print settings.

The first time that a user chooses to print, Messenger will display the below dialog box.
The user is free to choose a printer and any printer options from this dialog box.

Print
(‘General | o

Print Service

Name: |HP Laser.Jet 4050 Series PS v| | Properties.. |

Status: Accepting jobs

Type:
Info: [ Print To File
Print Range - - rCopies
@ al Humber of copies: 1 |—:,'
' Pages .

After the user has printed at least one message through the above procedure, he or she
may simply choose the print option from the mailbox window’s toolbar to quickly print a
new message using the same print settings. If the user wants to change some of the print
options, then he or she must choose the print option from the “Message” menu, and
Messenger will then display the print option dialog box.
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3.4.3 Selective Printing

Messenger uses the selective printing settings when a user chooses to print the messages
which are currently highlighted in the user’s list of mailbox messages. This is typically
accomplished by selecting one or more messages in the message list and then performing
the print action. For more information regarding message selection, please see section
2.3.

3.4.4 Automated Printing

OpenFox™ Messenger supports the automated printing of messages as they are received
by the workstation. The user may turn on this feature by either choosing the “Start Auto
Print” option from the “Message” menu or by clicking on the “Auto Print” button on the
mailbox window’s toolbar. Choosing either option after auto printing has been turned on
will turn the feature off. If automated printing is enabled, then every message which is
delivered to the workstation will be printed with no action by the user.

The process of configuring the automated print feature is very similar to the process of
printing a specific message. If the user has chosen dispatch mode printing, then
Messenger will use the settings defined in the Messenger printer preferences screen. If
the user has not chosen dispatch mode printing, then Messenger will display the print
chooser dialog box.

3.4.3 Unattended Printing

OpenFox™ Messenger supports the unattended printing of message received by the
workstation. This feature has typically been supported by generating a generic agency
user ID. This user ID must be defined in the OpenFox™ Message Switching System as a
normal user ID. However the user should be configured with no Police Authority levels,
and thus the user would not be able to initiate any messages into the system. This will
make the user ID exempt from any NCIC or state audits. The user ID and password
should be made available to all the users at the agency. Additionally, the user should be
configured to have a non-expiring password and to be multiple sign on capable.

If a user is logging off Messenger and wants to enable unattended printing, then he or she
would first log off, and then log on with the generic agency user ID and password. After
logging on, please verify that the auto print feature is enabled. If the user wishes to lock
the display, then this will not interfere with the printing in any fashion.
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3.5 Local Message Search

OpenFox™ Messenger provides a local message search facility that enables operators or
supervisors to search the message traffic history of a particular workstation. This search
is limited to the traffic that has been either sent from or received by a particular
workstation. A message must be located in one of the mailbox folders in order to be
found by a local message search. This feature is not intended to be a search for historical
workstation or agency traffic. For information regarding historical traffic searches,
please refer to documentation for the OpenFox™ Message Switching System or
OpenFox™ Archive and Retrieval.

After a local message search completes, the results of the search are added to the user’s
Search mail folder. The messages in the Search mail folder are merely references to the
actual messages, not the actual messages themselves. If a message was in the user’s
Inbox folder and was found by a search, then the message is still located in the Inbox
folder. Thus, searching will not move messages from their original folders. This means
that if a result message is deleted from the Search folder, the real message still exists in
whatever folder it did before. The user has merely removed the reference to the message.

The user may access the local message search window through the “Message” menu.

() Mailbox for RYAN
Message | Quick Queries Sort Messages Options
ug View Enter o) @ E
e 5o S -
B e
%'is] Delete Delete E::m g\;
= Pri AN 10
Print Ctrl-F
‘_‘_‘ - RYAN M
A RYAN s
i RYAN D
.'S}] Forward Crl-y RYAN MC
AN Sy
@) Find Ctl-F ROYAR oy
1] :Zh Start Auto Priis e
Search your local messagesLme:
‘:} Export » —
Select Al Chil+ShiftA Wiew Message
@ Clear Selection Ciil+shittc pSAGE ACCEPTI
Reverse Selection Cirl+ShiftR =OEElie

il E
The user may also access the local message search window through the mailbox
window’s toolbar.

i Sort Messages Options

MIKE L, | ]
‘ Y ﬁﬁearch your local messagesh-ﬁr:h

lack  Rvan SWITCH ¥ RT=h
o falth Rl Imams FRFEF
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After the user has chosen the local message search action, Messenger displays the local
message search window. There are four main sections of the local message search
window: Search Scope, General Options, Logic Option, and Search Criteria. These
sections are identified in the screenshot below.

Search Local Messages
Search for messages in : All Folders hd
[_] Search Previous Results [_] Clear Previous Results
Restrict Messages to Search
[_] New Messages Only [_] Messages With Images Only
[_] Old Messages Only [_] Messages Without Images Only
(@ Match ALL of the following ' Match ANY of the following
[Message Text « | |contains ~| | |
|Message Text | |contains ~| | |
[Message Text | |contains ~| | |
| More | | Fewer | Close

3.5.1 Search Scope

The search scope control allows the user to choose which mail folders will be searched.
The user may choose a specific mail folder, or may choose to search all folders.

Search Local Messages

Search for messages in ; All Folders - |
All Folders %
[_| Search Previous Results|Inbox Folder
) sent Folder
Restrict Messages to SEEIHSM Folder

[ Hew Messages Onhy Trash Fu"!ir
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There are also two check boxes that allow the user to either search the results of a
previous message search or to clear any results of previous searches. If the user checks
the option to search the results of a previous search, the search scope drown down list and
the other check box will become disabled.

Search Local Messages

Search for messagesin:

[v| Search Previl:[gs Results

3.5.2 General Options

The local message search window provides a few general options that the user may
configure to affect the search. These options allow the user to search only new messages,
only messages viewed by the user, only messages with embedded images, or only
message without embedded images. The below screenshot shows where these options
are located.

Restrict Messages to Search
[ New Messages Onhy [_] Messages With Images Onhy
[] Old Messages Only [ Messages Without Images Onhy

3.5.3 Logic Option

The user may choose whether the local message search should find messages that match
all or any of the message search criteria. If the user selects the “Match ALL” option,
Messenger performs an “AND” logic to the search criteria. If the user selects the “Match
ANY” option, Messenger performs an “OR” logic to the search criteria.

i‘ (@ Match ALL of the following i Match AMY of the following
|
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3.5.4 Search Criteria

Most of the logic used in performing a local message search is specified in the search
criteria panel on the local message search window. The user may specify any number of
criteria by clicking the “More” and “Fewer” buttons. The below screenshot shows the
message search criteria panel with three criteria. If the user were to perform this search,
Messenger would find all positive hit responses received from NCIC on September 21,
2005.

(@' Match ALL of the following (' Match ANY of the following

[Message Tyne ~ | [is v | [ it > |

[pate ~| [is ~| [20050021 |

[ source ~ | [is > | [ncic |
more || Fewer | | cuse_|

For each criterion in the search criteria panel, there are three basic components: criterion
field, criterion condition, and criterion value. These components are identified in the
screenshot below.

(@' Match ALL of the following ' Match ANY of the following

Source ~| [is > | [ncic I 1
Message Text itail
MKE :
Message Type
4Suurce ;
Summany
Date
User

ID

doesn't contain |2l]l]5l]921 |

- [+ Hit -]
is not
= [hegins with

;-:.':as with ’E

Criterion Field

The criterion field drop down list allows the user to pick a message field by which to
search. The options available in the criterion condition and criterion value components
may change depending on which field the user selects.

Criterion Condition

The criterion condition drop down list allows the user to pick a specific condition that
must be satisfied. The options available in the criterion condition drop down may change
depending on the field that is selected in the criterion field component.

Criterion Value

The criterion value field allows the user to specify the value against which to check the
field of a message. This field may change depending on the field that is selected in the
criterion field component. This field may even change to a drop down list for criterion
fields which have a small set of possible values (e.g. message type).
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Chapter 4: Messenger Forms

OpenFox™ Messenger forms provide a graphical user interface that allows a user to
submit law enforcement transactions to the OpenFox™ Message Switching System. All
Messenger forms are generated from XML documents that are stored and maintained on
the central site OpenFox™ Message Switch platform. These XML documents define
both the visual layout of the components on the form as well as the format of the
transaction submitted from the form. These form documents are cached on the local
workstation to minimize form load time.

4.1 Form Architecture

OpenFox™ Messenger forms are designed with a top to bottom workflow. The user
begins entering message header information at the top of the form, progresses down
through the message body fields, and then to the “Submit” button at the very bottom of
the form.

The user may freely move the keyboard focus around a Messenger form by left-clicking
on any form control. Messenger forms are also completely navigable via the keyboard.
The Tab key will move the focus along the form workflow. The user may also move the
focus backwards along the workflow by holding down the Shift key and then pressing the
Tab key.

41.1 Form Title Bar

The form title bar is located at the very top of a Messenger form window. The form title
bar identifies the form to the user. The title bar contains the form’s name and description.
For example, the NLETS vehicle registration (RQ) form is named “RQ” and its
description is “NLETS Vehicle Registration Query”.

] RQ - NLETS Query Vehicle Registration | A 1= P
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4.1.2 Header Information

Located at the top of Messenger forms is the header information template. This template
allows the user to enter any data relating to the routing or processing of a message. This
includes a list of possible MKEs or transaction types, message destination field(s), an
ORI field, a control field, or an NCIC test message indicator. An example of the header
information template from the RQ form is shown below.

El RO - HLETS Query Vehicle Registration

~Header Information

ORI

* pestination 1

Destination 2

Destination 4

Destination 5

|
|
|
Destination3 | |w|
|
|
|

Control Field

4.1.3 Message Body Fields

Located beneath the header information and above the form buttons are the message body
fields. This area of a Messenger form allows the user to enter the actual message data. If
the user is entering a wanted person record, then he or she would enter all the information
regarding the subject, offense, associated vehicles, etc. into the message body fields. For
more information on using the actual fields, please refer to either of the sections titled
“Code Lists” or “Form Fields”.

An example of the message body fields from an RQ form is shown below.

Query by License Information
* License # ||
*LicenseYear | |
*License Type | d

Pg. 60 Chapter 4: Messenger Forms Ver. 2.01.0061



OpenFox™ Messenger Guide

4.1.4 Form Buttons

Located at the very bottom of a Messenger form are the form buttons. These buttons
allow the user to either submit a transaction to the OpenFox™ Message Switching
System, clear all body fields to their default values, or to close and dispose of the form.

All Messenger forms have three buttons. The submit button will check all the data edit
routines in the form and submit the transaction to the message switch. The clear button
will clear all the form fields and restore the form to its original state. The close button
will close the form and remove it from the user’s screen.

Submit Clear Close

4.1.5 Store and Get Form Fields

Messenger allows the user to copy the values of all the fields on one form and paste them
into a different form. This can be very useful for users that typically run multiple queries
on the same information. For example, if the user fills in the NAM, DOB, and VIN fields
on one form, chooses the “Store Form Fields” action, opens a different form, and chooses
the “Get Form Fields” action, then the values from the first form will be copied into the
appropriate fields on the new form.

The user may choose to manually perform these actions by choosing them from the
form’s popup menu in the very upper left hand corner of the form. Additionally, there is
a user preference that will automatically perform a “Store Form Fields” action when the
user chooses to submit a form. For more information on this preference, please refer to
the chapter on form user preferences.

"] RO - NLETS Query Vehicle Re
Minimize Cirl-F2
Maximize Cirl-F3
Close Ctrl-Ft
Close All Ctrl+Shift-F4
Close Others
Refresh
Pack
Submit Ctrl-Enter
Save Draft Ctrl-Dn
Clear Ctrk-R
Print Ctil-P
Store Form Fields Ctil-=

:! !_ Get Form Fields Cirl-
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4.2 Form Caching

OpenFox™ Messenger uses what is called a “lazy” form caching policy. This means that
no form will be loaded by Messenger until a user physically opens the form with the
Messenger software. This approach ensures that, even if a user is authorized to use a
form, that form will never be downloaded to the workstation unless the user actually uses
the form.

This same policy is used for form resources as well. For more information about form
resources, please see the following section titled “Form Resources”.

Once a form has been downloaded to the local workstation, Messenger will only
download the form if there is a new version available on the OpenFox™ Message Switch.
Messenger will check for updates to a form whenever the form is opened (through either
the “Forms” menu or the tree-based form menu) and whenever the user performs the
manual refresh form action. When either of these events occurs, Messenger will check
the version of the form document and the versions of all the form resources referenced by
the form. If there is a new form document or if there are any new form resources, those
documents are downloaded to the workstation and the form is updated.

4.2.1 Refresh Form Action

OpenFox™ Messenger forms provide the user with the ability to manually check for
form or form resource updates. This option is available through the form system menu,
which is located in the top left corner of the form. The user may click on the form icon,
or press the F11 key, to access the form’s system menu.

| RQ - NLETS Query Vehicle Re
Minimize Ctrl-F2
Maximize Ctrl-F32
Close Ctrl-F4
Close all Ctrl+Shift-F4
Close Others
Refresh
Pack
Submit Ctrl-Enter
Save Draft Ctrl-0
Clear Ctil-R
Print Ctil-P
Store Form Fields  Cirl-=
Get Form Fields Ctrl- &
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Messenger will then communicate with the OpenFox™ Message Switch to determine if
the form or any resources have been updated. If there are newer versions available,
Messenger will automatically download them and then update the form.

Form Update Complete

The form has heen updated

Otherwise, the user will be notified that there are no updates available to the form in
question.

No Update Needed

This form does not require any updates

Ver. 2.01.0061 Chapter 4. Messenger Forms Pg. 63



OpenFox™ Messenger Guide

4.3 Form Resources

OpenFox™ Messenger forms may reference other XML documents, which are know as
form resources. Form resources may be the list of NCIC codes that appear in a drop
down list on a Messenger form, or they may be interactive scripts that will make a field
required or optional based upon data the user has entered into the form.

4.3.1 Code Lists

Whenever a Messenger form contains a drop down list control, the contents of that
control are stored and maintained in an XML document that is separate from the form

XML document. Using this approach, Messenger is able to share one list of codes among
various forms.

Within a Messenger form, the user may select a particular code by either typing the code
with the keyboard or by selecting the code out of the drop down list with the mouse. A
drop down control in a form may either be editable (white color) or un-editable (grey
color). An editable drop down list allows the user to enter a value that is not in the list of
codes. An un-editable drop down list forces the user to pick a code that is in the code list.

Un-editable (left) and editable (right) drop down lists

- | -
ZZ = All others [ ZZ = All others [
AT = All-Terrain Vehicle AT = All-Terrain Vehicle
AR = Amateur Radio or Citizens Band EAR = Amateur Radio or Citizens Band L
AM = Ambulance B AM = Ambulance
A0 = Antigue [:E A0 = Antigue %
AP = Apportioned o AP = Apportioned
BU = Bus ~ BU = Bus ~
L

When typing the code via keyboard, Messenger will attempt to guess what code the user
is trying to select. The following example references the NCIC license plate type code

list. The user is trying to type the code “PE” for a personalized or customized license
plate.
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When the user presses the P key, Messenger automatically guesses that the user is trying
to select the “PC” code. If this is the code the user is trying to select, then the user may
“tab” out of the field at this point.

[PC = Passenger Automobile - ‘ IPC = Passenger Automobile -]

When the user presses the E key, Messenger then determines that the user has entered the
“PE” code and displays that code in the drop down list.

| PE = Personalized/Customized - | ‘ |F'E = Personalized/Customized | "|

If the user accidentally mistypes a letter, he or she is able to undo this entry by pressing
the Delete key.

4.3.2 Editable Codes

Some code lists may contain what are known as editable codes. These codes only appear
within editable drop down lists. Editable codes are different from normal codes in that
they allow the user to modify a sub-section of their content.

An example of an editable code is the Reason for Property Record Removal (RPP) NCIC
codes. There are three codes that allow the user to submit a valid date: “HIT LOCAL
YYYYMMDD”, “HIT STATE YYYYMMDD”, and “HIT NCIC YYYYMMDD”.
Within OpenFox™ Messenger, when the user selects one of these three codes from the
drop down list (or via keyboard), the “YYYYMMDD” portion (or editable portion) of the
code will be automatically highlighted.

~Benefits and Effectiveness

Recovering Agency Case # |

Reason For Removal |HIT NCIC Y'Y YMMDD | *r|

Person Armned | -
[

(I EFR o R I
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Thus, the user may immediately type a valid 8 character date, and this will only overwrite

the editable portion of this code. The following screenshot shows the code after a user
has entered the date.

Benefits and Effectiveness

Recovering Agency Case # |

Reason For Removal  |HIT NCIC 20050902] ||

Person Armed | -
Hrt Bocnle | |

4.3.3 Code Categories

Some code lists may be organized into different categories. This is most often the case
for lists with a great number of codes. The NCIC scar, mark, and tattoo (SMT) codes are
one such code list. The codes are displayed in alphabetic order within each category, and

each category is denoted by a horizontal line with the category name. An example of this
is shown below.

| | 1 | I
Scars, Marks, Tattoos

13

ART R LEG = Leq, right, artificial
SLYR TOOTH = Sitver tooth
WHEEL CHAIR. = Wheelchair L\\& I
r DEAFMESS -
DEAF = Deaf, left and right ears
DEAF L EAR = Deaf, left ear :l
DEAF EAR = Deaf, one ear, nonspecific
DEAF R. EAR = Deaf, right ear ~[f Ay

B |2

The user may also jump to the start of a specific code category by typing the name of the
category into the control. For example, if a user types the word “TATTOOS” into the
NCIC SMT list, Messenger automatically jumps to the start of the “Tattoo” category. If

the user then presses the down arrow key, he or she will have immediate access to all
tattoo codes.

Scars, Marks, Tattoos F
TATTOOS e |—
TATTOOS |~

TAT ABDOM = Abdomen
TAT L ANKL = Ankle, left
~({TAT AHKL = Ankle, nonspecific —
TAT R ANKL = Ankle, right
TAT L ARM = Arm, left
TAT UL ARM = Arm, left upper
TAT ARM = Arm, honspecific

[ Il

Ay

1B

Pg. 66 Chapter 4: Messenger Forms Ver. 2.01.0061



OpenFox™ Messenger Guide

4.3.4 Code List Search Window

When the user is on a drop down list field, the user may choose to perform a text search
of the codes by pressing Ctrl-F on the keyboard. Also, this action is accessible through
right-clicking on the drop down list.

Scars, Marks, Tattoos

-
| Copy Code Value Ctrl-C |
DHA DNA Locatic C

| | | Field Help {(EV.SMT) F1 - |-
-
Transaction Help (BEAf) ]
=Offense Information

Search Code List Ctrl-F

When the user chooses this item, Messenger will display the code list search window,
which is shown below.

Code List Search
Enter Search Text

| B

Only Search From - |

Acne

Alcohol Abuse
Alcoholism

Allergies (including asthma)
Alzheimers disease
Amphetamines Ahuse
Arthritis

Artificial Arm, left
Artificial Arm, nonspecific
Artificial Arm, right
Artificial Ear, left

Artificial Ear, right
Artificial Eye, left

Artificial Eye, right
Artificial Foot, left
Artificial Foot, right
Artificial Hand, left
Artificial Hand, right

Ao L Lok

This window displays an alphabetical listing of all the codes’ verbose meanings. The
user may scroll through this list to find the desired code. When a code is selected by
highlighting the code and pressing OK, double left clicking a code, or by navigating to a
code via the arrow keys and pressing Enter, the code list search window will close and
Messenger will populate the field with the selected code value.
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However, the real use of this window is provided through the Enter Search Text box,
located at the top of the window. The user may type search terms into this box. As the
user types search terms, Messenger will begin to eliminate those codes that do not match
the search terms. Messenger will indicate where a code matches the search terms by
highlighting the matching portions in yellow. For example, if the users searches for the
terms “removed tattoo left arm” in the NCIC scars, marks, and tattoos code list, then

Messenger will eliminate all but three codes, as shown below.

Code List Search

[ |

Enter Search Text

|remwed tattoo left arm|

Only Search From |

Remowved Tattoo on Arm, left

Removed Tattoo on Forearm, left

Remowved Tattoo on &rm, left upper

OK

Cancel

The user may then choose one of the terms, or the user may revise the search terms to

find a different code.
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4.3.5 Scripts

Some Messenger forms may reference what are called form scripts. Form scripts are
used to dynamically change some aspect of a form based upon what the user has selected
in another part of the form. This process is transparent to the user. An example of
interactive scripting may be found on the NCIC enter wanted person (EW) form.

According to NCIC, the date of emancipation (DOE) field may not be filled in when
\entering an adult warrant record. However, the DOE field becomes required when
entering a juvenile warrant record. OpenFox™ Messenger accomplishes these rules in
one EW form. Located in the top left corner of the EW form is a drop down list
containing all the different MKEs that may be submitted from this form.

* Message Key
BEYW = Wanted Person -

BEW = Wanted Person

BEW-C = Wanted Person - Caution

ET = Wanted Person - Temporary Felony

ET-C = Wanted Person - Temporary Felomyg/'Caution
BEW.J = Wanted Juvenile

BEWJC = Wanted Juvenile - Caution

When an adult warrant type is selected, the DOE field is disabled an no data may be
entered.

1 EW - NCIC Enter Wanted Person

~Header Information

* Message Key
EYY = Wanted Person

~Personal Information

* Name

* Height * Weight Eye Col

Scars, Marks, Tattoos
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When a juvenile warrant type is selected, the DOE field is enabled and becomes required,
as denoted by the red star.

=] EW - NCIC Enter Wanted Person
~Header Information

* Message Key
BEwW. = Wanted Juvenile

~Personal Information

* Name

~ Date of Emancipati,n  * Height * Weight Eve C

NI B B

Scars. Marks. Tattoos

4.4 Tab Controls

Perhaps the most unique feature of OpenFox™ Messenger forms is the use of tab
controls to implement mutually exclusive sets of transaction fields. Messenger forms
mostly make use of tab controls on query transaction forms. Tab controls serve two
purposes on Messenger forms. First they serve as a clear indication to users of what
combinations of fields constitute a valid query transaction, and second, they serve to
conserve real state on the screen.

The user may switch between tabs by simply clicking on the appropriate tab. The user
may also switch between tabs by using the arrow left and arrow right keys via the
keyboard. An example of the NLETS driver’s license query (DQ) form is shown below.

atE EH

DO - NLETS Driver's Query

~Header Elements

ORI

Destination 1

1

Destination 2

1

Destination 4

1

|
|
Destination3 |
|
|

[ (L

4

Destination 5
Control Field

DQ by Name
DQ by Name/DOB/Sex

|Dri\ter's Guery by Operator's License

* Name |
* Date of Birth
Sex it
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A DQ transaction may be submitted by name, date of birth, and sex.

| ByNAMDOB | ByOLN |
Query by Hame, Date of Birth

* Name |

* Date of Birth | |

Sex | v

A DQ transaction may also be submitted by operator’s license number.

[ ByNAMDOB | By OLN |
Query by Operator's License #

* Operator's License # |

45 Fields

Form fields are GUI controls on a Messenger form that allow the user to enter data.
Form fields are almost always either a free text entry box or a drop down list. The
following information applies to all Messenger form fields, but it does not explain the use
of drop down lists. For more information on drop down lists, please refer to the earlier
section titled “Code Lists”.

45.1 Rules

The core of the Messenger form fields lie in the rich set of rules that may be used to
prevent invalid message entry. These rules also may apply to logical groups of form
fields.

Required Fields

A Messenger form field is required if the user must enter data into the field to submit a
transaction. Required fields are usually identified by a red star to the left of the field’s
label.

Optional Fields

A Messenger form field is optional if the user may submit a transaction regardless of
whether or not the user has entered any data into the field. Optional fields do not have a
red star.
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Conditional Fields
A conditional Messenger form field is a field that is either required or optional depending
on what other form fields the user has entered.

Examples of Rule Violations
In the example below, the user has forgotten to enter the required name field.

Unable to submit form

Name field is required

The example below shows how conditional fields may be required.

Unable to submit form

You have not entered enough conditional fields.
You must enter exactly 2 of the following fields:
Mame, NCIC #, and Agency Case #

Conditional fields may also be mandatory blank, as shown in the example below.

Unable to submit form

You have entered too many conditional fields.
You must enter exacthy 2 of the following fields:
Hame, NCIC #, and Agency Case #

oK

4.5.2 Maximum & Minimum Length

Messenger form fields may be configured with maximum and minimum lengths. The
maximum length specifies the maximum number of characters a user may enter into a
field. The minimum length specifies the minimum number of characters that a user must
enter into a field, if he or she chooses to enter the field.

When a user has already entered the maximum number of characters and attempts to

enter additional characters to the field, Messenger will prevent any characters from being
entered and sound a beep.
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When a user has not entered the minimum number of characters into a field and tries to
submit a transaction, Messenger informs the user with a popup window.

Invalid field entry

HIC field has a minimum length of 10 characters.

oK

4.5.3 Character Filters

Messenger form fields may be configured with character filter. Character filters restrict
the set of characters that a user may enter into a field. When the user attempts to enter an
invalid character into a field, Messenger will sound a beep and prevent the character from
being entered. Form fields may be configured with any of the below character filters.

Character Filter Explanation

Alphabetic Only upper case alphabetic characters (A-Z)

Numeric Only the digits 0-9

Alpha-Numeric Upper case alphabetic characters (A-Z) or the digits 0-9

Alphabetic+ Upper case alphabetic characters or NCIC special characters

Numeric+ The digits 0-9 or NCIC special characters

Alpha-Numeric+ Uppgr case alphabetic characters (A-Z), the digits 0-9, or NCIC
special characters

Free The user is free to enter any English characters or punctuation

4.5.4 Tool Tips

Messenger form fields may be configured with quick help tool tips. Tool tips are
displayed when the user hovers the mouse cursor over a field. Messenger form field tool
tips are used to provide quick data formatting information to the user. An example of the
tool tip for the date of birth field is shown below.

DG by NHame/DOB/Sex

*Name |

* Date of Birth 1
1
3eX | IDate of Birth (express as coyymmad)]

O M -1 O
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4.5.5 Hot Key Navigation

Most Messenger forms support hot keys that will quickly shift the keyboard focus to
different fields. If a form field supports this feature, the field’s label will have one letter
underlined. If the user holds down the Alt key and presses the underlined key, the
keyboard focus will immediately shift to the field.

For example, the hot keys on the DQ form are shown in the screenshot below. The user
may shift focus to the name, date of birth, or sex fields by holding the Alt key and
pressing N, D, or S, respectively.

DG by Hame/DOB/Sex

*Name |

* Date of Birth

Sex i

45.6 Edit Routines

Messenger form fields support basic data edits to prevent the user from entering invalid
data. The forms make heavy use of this feature with date fields. For example, if the user
enters a date of birth of “19500199” and tried to submit a transaction, Messenger will
display the following popup error notification.

Invalid field entry

DOB field has imvalid day 99

| Correct || Ignore ‘

At this point the user may choose to either correct the error, or to ignore the error and
submit the transaction anyway. If the user clicks on the “Correct” button, Messenger will
highlight the field in red and automatically move the keyboard focus into the field, as
shown in the below screen shot.

DO by Name/DOB/Sex

*Name |[SAWATZKY,RYAN

* Date of Birth 195I]I]199|
Sex M=Male

| =TTt Tt T oTTTTT | — |
2.01.0061
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4.6 Image Forms
Messenger forms may be used to enter images into a federal or state database.

4.6.1 Image Importer

If a Messenger form supports the submittal of images, it will contain the image importer
control. The user may embed an image into a transaction through the use of this control.
An example of this control from the NCIC enter image (EIM) form is shown below.

Image Data

| % Import Image ‘ E

X

The image importer control provides the user with a button to import an image into the
form and to format the image. When the user clicks on the “Import Image” button,
Messenger displays a file browser that allows the user to navigate the contents of his or
her computer and select an image file to import. Messenger supports the GIF, JPG, and
PNG image formats. However, upon transaction submittal the image is converted to the
JPG format, as specified by NCIC. After the user has selected a valid image file, a
thumbnail of the image is displayed in the image importer control.

Image Data

| % Import Image | | [l Format Image |

If the image is not formatted properly (e.g. the image is too large), Messenger will
automatically display the “Image Format” window so that the user may correct the image
and then submit a transaction.
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4.6.2 Image Format Window

The “Image Format” window is displayed when the user either clicks on the “Format
Image” button or imports an image that is too large. This window allows the user to
resize, crop, and manipulate the image. At the bottom of the window are two buttons that
allow the user to either accept or cancel any changes made to the image.

Cropping Rectangle

The user may select a portion of the image to keep through the use of the cropping
rectangle. The user may click and drag the rectangle over any part of the image. The
cropping rectangle is identified on the form by white and black hash marks. The user
may drag the rectangle around to different parts of the image and may even drag a corner
or side of the rectangle.

1 Image Format

Image Options

O@H ©00OG

Max Image Image Size Cropped Size
256 x 256 267 x 329 266 x 256

Cancel

Pg. 76 Chapter 4: Messenger Forms Ver. 2.01.0061



OpenFox™ Messenger Guide

If the imported image is larger than the maximum size allowed by the form, Messenger
will automatically display a cropping rectangle in the center of the image. The user may
not specify a cropping rectangle larger than the maximum image size.

The user may specify an exact cropping rectangle (via keyboard only) or remove the
cropping rectangle through the “Image Options” menu.

Image Format =
Image Options J

Resize Imagel“a Ctl-z A

Specify Cropping ctil-s 26

Clear Cropping  Cirl-C

Resize Image

When the user chooses the “Resize Image” option from the “Image Options” menu,
Messenger will display the resize image window. This window allows the user to either
enlarge or shrink the image. The user may specify the size of the new image as either a
percentage of the current image size or in an exact pixel resolution. If the user un-checks
the “Maintain Aspect Ratio” option, the user is free to stretch or shrink the image

vertically or horizontally.

Crop Image E|

~Original Image Size
Image Width 256

Image Height 256

~Percent Of Original

wWidth | 100= x 100=  Height

~Pizel Size

Width | 2565 x | 256 Height

~Resize

% As percentage of original
' By actual pixel size
[v| Maintain aspect ratio
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Shrink and Enlarge Image

The user may quickly enlarge or shrink the image by 10% by pressing one of the below
buttons on the Format Image window toolbar. Pressing the plus button will make the
image larger, and pressing the minus button will make the image smaller. Pressing the
button with two arrows, will revert the image to its original size.

| Image Format

Image Options

009 00006

Mirror and Flip Image

The user may choose to mirror or flip the image by pressing the appropriate button on the
Format Image window toolbar. Pressing the arrow which points to the right will mirror
the image, or flip the image horizontally. Pressing the down arrow will flip the image
vertically.

=il

| Image Format

Image Options

QP H» QOO

Rotate Image

The user may choose to rotate the image 90 degrees in either the clockwise or counter
clockwise directions by pressing the appropriate button in the Format Image window
toolbar. This option is useful for correcting an image taken from a camera which was
turned sideways.

!

1 Image Format

Image Options

00 0006
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4.7 Help Files

OpenFox™ Messenger provides the user with access to on-line help files through the
standard OpenFox™ Desktop Help Files viewer. State manuals, procedures and policies
can also be included and added, depending upon the need. OpenFox™ Messenger
provides complete and up to date copies of the NCIC User Manual, NCIC Code Manual,
and NLETS User Manual.

In addition to accessing the help files through the standard Desktop fashion, the user may
quickly access on line help files by pressing the F1 key while focused on a Messenger
form field. When the user chooses to press that key, Messenger will automatically
display the help file for the form, and it will jump down to the help for that specific field.
In addition, access to help for the field and for the form in general are provided via the
right mouse click popup menu on all fields.

The user may quickly access the Messenger on-line help files by pressing the F1 key
while focused in a Messenger form field. Messenger then automatically displays the on-
line help file for the form and jumps down to the help specific to the field. Some
examples of the help file for an NLETS vehicle registration query appear below.

* Hame |
Copy Ctrl-C
[ And Other [ AndO —_—
Mame AND AtLeast| pacin Ctrl-
Date of Birl Select All Ctrl-2
EBI
Miscellaneous|
Social Security; Field Help (OWW. HAM) F1
) | Transaction Help (O
Mmoaratnr'e | irones

For more information regarding how to use the on line help files, please refer to the
appropriate chapter of the OpenFox™ Desktop User Manual.
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Chapter 5: Messenger Preferences

OpenFox™ Messenger has been designed from the ground up to be as configurable and
adaptable as possible. The law enforcement environment employs a number of
individuals which have varying tastes and that perform varying jobs. As a result of this
diverse user base, it is not possible for Messenger to work in a fashion that pleases all
users all the time. For this reason, Messenger has been designed to be flexible and to
give users control over many aspects of how the software behaves.

Messenger supports both user and terminal preferences. For more information regarding
how to access preferences and the differences between user and terminal preferences,
please refer to the appropriate section of the OpenFox™ Desktop User Manual. This
chapter will describe each and every option available via the preferences screen.

5.1 User Mailbox

These screens allow the user to change many aspects of the Messenger mailbox window
and actions performed from this window.

5.1.1 User Mailbox - Mailbox

S - .
Q =M Mailbox Preferences
Mailbox r Mailbox |/ Layout |/ Window r Unread |/ Draft r Received |
—=] Close Mailbox Window? Intially View Inbhox
- You will be able to close your Mailbox Window by Messenger will automatically display your Inbox folder
Forms pressing the "¥" button in the upper right corner. when you open the Mailbox Window.
[¥l Can Close Mailhox Window [v] Initially View Inbox
General
= Message Double-Click Mailbox Window Size
i‘ You may change what Messenger does when you Your Mailbox Window will take up the entire screen
Message Display double-click a message in your mail folders. after you have logged in to Messenger.
- | Open Form - | [w] Mailbox Initially Maximized
Printers Quick Query Bar
You may force the Messenger Quick Query Bar to
be available.
[_] Force Quick Guery Bar Yisible

This tab allows the user to change many aspects of the Mailbox Window.

Close Mailbox Window?

If this option is selected, then there will be an *X’ button in the upper right hand corner of
the mailbox window, and the user will be able to close the mailbox window. If a user
keeps closing the mailbox window by accident, then it may help to turn this option off.
That way, the user will not be able to accidentally close the mailbox window.
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Initially View Inbox
If this option is selected, then Messenger will automatically direct the user to their inbox
following a log on. If it is unselected then the user will initially see the welcome screen.

Message Double Click

This option allows the user to change what action is performed when they double left
click a message in the message list control. By default, this will perform the “Open
Form” action. However, the user may change this to perform an action to view the
message in a separate window, to select related messages, or to view all related messages
in a separate window. For more information regarding the differences between these
actions, please refer to the section on message actions.

Message Double-Click

You may change what Messenger does when you
double-click a message in your mail folders.

Open Form - |

Hone

Quig@pen Form

Open in Window

Open in New Window

Select Related Messages

Open Related Messages in Window
Open Related Messages in Hew Window

You
he g

Mailbox Window Size
If this option is selected, then the mailbox window will initially take up the entire
Desktop area when a user logs on.

Quick Query Bar

This option is used to force the quick query bar to be available. Some states have chosen
to disable the quick query bar, and this setting will override and force the quick query bar
to be available.
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5.1.2 User Mailbox - Layout

Mailbox Preferences
| Maibox | Layout | Window | Unread | Draft | Recowed |

These settings allow you to change the layout of the Mailbox Window. You will
hawve to logoff and log back on for any changes to these settings to take effect.

~Hide Folders and/or Forms Tree

Messenger allows you to hide the list of mail folders and the forms tree control of the mailbox window.
Hiding these controls will give you more room for the list of messages and the message preview pane.

[_] Hide Folders [_] Hide Forms Tree

~Mailbox Window Layout

You may choose how the Mail Folders, Forms Tree, Mail Message List, and Message Preview Pane

Printers components are arranged on the Mailbox Window screen. Please select a layout from the list below.
(! Standard @ Side By Side Right ! Side By Side Left ! Al Left ' All Right

This tab allows the user to change the arrangement of the various components of the
mailbox window. This gives the user great flexibility as to where the list of messages
control should appear in relation to the message preview pane and other controls. Any
changes to these settings will not take effect until the user logs off and logs back onto
Messenger.

Hide Folders and/or Forms Tree

Checking these boxes will hide the particular control from the mailbox window. The
user may choose to hide these controls if they require more screen space for the message
content and message list. If the user chooses to hide the mail folder list, then Messenger
will provide additional folder buttons on the mailbox window toolbar. In absence of the
list of mailbox folders, the user must click on a toolbar button (or use the keyboard
shortcut) to view the different folders.

P BRTE RS AN
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Mailbox Window Layout
The user may choose from one of the listed mailbox layouts. These layouts are described

below.

Standard Layout

This is the layout used by standard email client software and is the default layout used by
Messenger. In this layout, the list of mail folders is in the upper left hand corner, and the
forms tree is in the lower left hand corner. The list of messages is in the upper right hand
corner, and the message preview is in the lower right hand corner.

|_) Mailbox for R¥YAM - Inbox ©

Message Quick Queries Sort Messages Yiew Columns

Options

Ay QBLIBDS 5 3 QE?]

ES RYaN's Folders
Inbox
U Sent
H Save
uf Trash
S Drafts
@ Search

B wanted Query
E Free Format

Shit-F1

@ OpenFox Commands

Jreesived g 1210 16:20:47
1me :

Size | Date W | source | mkE Type [ ]

: W] 2008-12-10 16:20:47 IDACS [ ¥ -
Al ]2008-12-10 16:20:47 NCIC (] v
: ] 2008-12-10 16:20:47 SWITCH ACK >
; ] 2008-12-10 14:07:44 IDACS QA >
] 2008-12-10 14:07:44 NCIC iy ¥

Il 2008-12-10 14:07:44 SWITCH ACK. > =

: FREE:
;P Summary:

O, . HAM/MYRECORD, TEST.DOE/13500101 . 3EX/M. IND)

[] ¥iew Message Details

| 1L0102B¥,MRI0040612

| crooooo1s

l-ﬂ(E/WANTE]D FER3SON - CAUTION
APMED AND DAHGEROUS

LIMITED EXTRADITION SEE MIS FIELD

\
~|l«]

le. . NAM/MYRECORD, TEST. DOE/19500101 . SEX/M. IND/¥

Side by Side Right

This layout is the same as the standard layout, except that the message preview and
message list controls are arranged side by side, with the list of messages on the right hand

side.

) Mailbox for RYAN - Inbox

EilE

Message Quick Queries Sort Messages View Columns

Options

AHdy O AB W &

= RYAN's Folders
T+ Inbox
A Sent
H Save
o) Trash
S Drafts
@ Search

Preceived

Summary:

] view Message Details

B wanted Query
E] Free Format
@ OpenFox Commands

| 1101028V, MRI 0040612

‘[|croo00019

| MKE /WANTED PERSON - CAUTION

‘| ARMED AND DAHGEROUS

§ LIMITED EXTEADITION SEE MIS FIELD

‘M ORI/CEFO00001% WAM/MYRECORD, TEST SEX/M| [:
E WeTf175 EYEFERO HAIfERO SKH/fDRE __§

Shift-F1

) B[&]ﬁ

[

Z008-12-10 14:20:47

ime :

FREE:
oW . . MAM/MYRECORD, TEST. DOE/ 19

COoODO®E

:|8iza Date WS MKE  [Ty...

2008-1.

20081 NCIC  ow

2008-1..
2008-1..
2008-1..
2008-1..

IDACS QY

SWIT... ACK
IDACE OWY
MCIC Oy
SWIT... ACK

<:;|¢|¢|¢|(¢
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Side by Side Left
This layout is the same as the side by side right layout, except that the list of messages is
on the left hand side of the message preview.

—
() Mailbox for RYAN - Inbox S P
Message Quick Queries Sort M It View Col Options
AHY ID4ANS 3 $ DEEEE O
B RYAN's Folders ils Date WS mv. | -
I Inhox D 2006-.. IDACS QW § |fReceived | oo Lo 40 1
U Sent : mNCIC aw [ & |[ifTime:
K save d O zo008-. 8wl ACK B |: FREE:
of Trash A O 2008 iDacs aw G |FESUMMmATY: | MvRE
S Drafts A O zoos-. Noic aw B |E
@ Search O 2008 swi.. ack % |il|[] View Message Detail
El wanted Query  Shift-F1 - | 1101028V, MRI 0040612
= Free Format | cro000019
@ OpenFox Commands : MKE fWANTED PERSON - Cj
@ neIC | ARMED AWD DANWGEROUS
O NLETS i | LIMITED EXTRADITION SE
i ORI/CPO000019 WAM/MYRE
WeTf175 EYE/BRO HAI/EH
‘M surfsc R HND
FPCf121011¢0141159TTCT 4|
I ¥

All Left

In this layout, the mailbox folders, forms tree, and list of messages are all on the left hand
side of the screen. The mailbox folders are on top, the forms tree is in the middle, and the
list of messages is at the bottom. The message preview pane occupies the entire right
hand side of the window.

() Mailbox for RYAHN - Inbox

Message Quick Queries Sort Messages Wiew Columns Options

Ay JDARLS » & OB

B Rvak's Folders

55 P d
gmbox : ::;”E Z006-12-10 16:20:47
Sent B
ke save 1 . |FREE:
%‘]Trash : ¥ low. . NAM/MYRECORD, TEST
Craft
& S;aarsh [J view Message Details

El wanted Query  Shit-F1

El Free Format
@ OpenFox Commands

1101028V, MRI 0040612
‘ cpooo0019

| MKE fWANTED PERSON — CAUTION
| ARMED AWD DANGEROUS
{{ LIMITED EXTRADITION SEE MIS FIH
i ORI /CPODO001S WAM/MYRECORD, TEST
‘NwWeTf175 EYE/BRO HAIfERO SKH/DRH
SMT/fSC R HND
FPC/121011Cc0141159TTCI13 MHUfAS
OLNf11111111 OLS/MD OL¥ 1959

B_— WILTRELIT ETTT_ Ly

.. IDACS QWY
-1 NCIC oWy

¥
L 4
. SWITCH ACK >
¥
¥
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All Right
This layout is very similar to the all left layout, except that the mailbox folders, forms
tree, and message list controls are all on the right hand side of the mailbox window.

() Mailbox for RYAN - Inbox

Message OQuick Queries Sort Messages Yiew Columns Options
Ay QLB RS & @ O

A& Rvan's Folders

n 3 d
RECEIYE o ng-12-10 16:20:47 B Inbox
Lme: U Sent
. _ |FREE: k= save
¥ oW, . NAM/MYRECORD, TEST . DOE/ of Trash
. . % Dratts
[ view Message Details % Search

El wanted Query  Shift-F1

?IE Free Forrmat

A OpenFox Commands
J@ i

@ nNLETS

[Date ¥[50.. |MKE |Type |
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1L0102BV ,MRI0040612
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5.1.3 User Mailbox - Window

=8 Mailbox Preferences
[ Mailbox | Layout | Window | Unread | Draft | Received |

Window
Messenger allows you to view a message in a popup window {like in an email programy).
You can change the behavior of this window with these preferences.
Forms
~Maximized Popup Window Popup Window Size
The new window will take up your entire view. Otherwise, you can change the size of this window
General as a percentage of your view.
- _ I O Ay B B B (O B |
Message Display [_] New Window is Maximized 25 35 45 55 G5 75 85 05
A
I\-ﬁ ~External Popup Window
Printers The popup window will not be constrained to the

hounds of the Desktop environment. For example,
by selecting this option you woulbe be able to
drag the popup window onto a different monitor.

[v] New Window is External

This tab allows the user to change the behavior of messenger when a message is opened
as a separate window.

Pg. 86 Chapter 5: Messenger Preferences Ver. 2.01.0061



OpenFox™ Messenger Guide

Maximized Popup Window

If this option is selected, then when the user chooses to open a message in a separate
window, that window will occupy the entire screen. If this option is not checked, then
Messenger will use the next setting to determine how large the window should be.

Popup Window Size

If the “maximized popup window” option is not selected, then the size of the new
window will be determined by this setting. This setting allows the user to specify the size
of the window as a percentage of the total display. You may choose any value between
twenty five percent (25%) and ninety five percent (95%).

External Popup Window

If this option is selected, then the separate window will not be constrained to the Desktop
environment. The window will be treated as a native OS window, and thus may be
dragged onto a completely separate physical monitor or display. This option can be
useful for users that wish to spread Messenger out across multiple screens. If this option
is not selected, then the separate window must remain within the bounds of Desktop, just
like any Messenger for or the mailbox window.

5.1.4 User Mailbox — Unread

j Mailbox Preferences

Mailbox [ Mailbox | Layout | Window | Unread | Draft | Receied |

== When a message is delivered to your Messenger session, it is marked as unread until you view the contents
= of the message. These preferences allow you to change which messages are marked as read or unread.

Sent Messages Acknowledgement Messages
v
When you submit a form, a copy of the resultant Acknowledgement messages are typically sent in
General message is stored within your Sent folder. response to messages that you send into the
B system. These messages have an MKE of "ACK",
._-'II
[ Mark as Unread [_] Mark as Unread
Message Display

'H*j“':' Draft Messages

When you choose to save a form as a Draft
message, a hew message is stored within your
Drafts folder.

Printers

[v] Mark as Unread

This tab allows the user to control which messages are marked as unread until the user
views them.

Sent Messages — Mark as Unread
If this option is selected, then each newly submitted transaction will be marked as unread
until the user views the message in the Sent folder.
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Acknowledgement Messages — Mark as Unread

Many OpenFox™ Message Switches will return an acknowledgement message to the
user after the user successfully submits a transaction to the switch. If this option is
checked, then these acknowledgement messages will be marked as unread until the user
views them. Otherwise, the messages will be delivered and will not be marked as unread.

Draft Message — Mark as Unread
If this option is selected, then when the user chooses to save a Messenger transaction

form as a draft message, the draft message will be marked as unread, until the user views
it.

5.1.5 User Mailbox — Draft

Mailbox Preferences

(‘Mailhox | Layout | Window | Unread | Draft | Received |

=
a
=3
-]
X

Messenger allows you to save any form to a draft message. You can save a form to a draft by clicking the
“Draft™ button on the form. If the form has no “Draft” button, then you may choose this option by clicking

w

Forms the upper-left corner of the form.
Close Form? Goto Drafts Folder?
General Messenger will close the form after you have chosen Messenger will automatically take you to your Drafts
T to save the form to a draft message. folder after you have chosen to save aform to a draft.
= [v] Close Form [v] Goto Draft Folder
Message Display
'HJ':i Apply Form Rules? Delete Draft Message?
Printers Messenger will check the form rules {required fields, Messenger will delete the draft message after you have
etc.) when you choose to save a form to a draft. successfully submitted it to the system.
[_] Apply Form Rules [_] Delete Draft Message
Delete Draft Message?

Messenger will ask you to supply a summary for the
draft message, when you choose to save a draft.

[¥] Prompt for a Summary

This tab allows the user to control the behavior of Messenger with regards to draft
messages.

Close Form?

If this option is selected, then when the user saves a Messenger form as a draft message,
Messenger will automatically close that form.

Goto Drafts Folder?
If this option is selected, then when the user saves a Messenger form as a draft message,
Messenger will automatically take the user to the Drafts folder.
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Apply Form Rules?
If this option is selected, then Messenger will apply all the normal form rules used when
submitting a message, when the user saves a form as a draft message.

Delete Draft Message?

If this option is selected, then after a user opens a draft message into a form, and
successfully submits the transaction, Messenger will delete the draft message. If this
option is not selected, then Messenger will never delete a draft message unless the user
chooses to explicitly delete the draft. Thus, if this option is not selected, the user may use
the draft messages as message templates that contain a few commonly filled in fields.
The user may continue to open forms directly from the drafts folder and submit the
transactions.

Prompt for a Summary

If this option is selected, then when the user chooses to save a Messenger form as a draft
message, Messenger will prompt the user to provide text for the Summary column. If
this option is unselected, then Messenger will automatically generate a summary field
based on the value of the form fields.

5.1.6 User Mailbox — Received

;| Mailbox Preferences

Mailbox [ Mailbox | Layout | Window || Unread | Draft | Received |
WWhen a Message is Received

| b

Messenger will, for most messages, automatically take you to your Inbox folder when a new response

Forms message is delivered to your workstation. The benefit of this behavior is that Messenger makes it easy
n for you to immediately review the response messages. The down-side of this behavior is that it may
v interrupt your workflow if the response message is of minimal importance.

General
A solicited message is a message that was sent back to your workstation in response to a guery or

E_' ‘ other transaction that you ran. Messenger will only treat a message as solicited, if the message has
=n something besides the word "UNKNOWH" under the "ID" column.

Message Display
. Goto Inbox |0nIyWhen the Messageis | [v] Solicited [v] Marked Unread
)
ﬁ [] Automatically Select Responses
Printers

Hew Message Alert Unread Message Reminder
When a message is delivered to your workstation, Messenger will remind you if you have messages
Messenger will play a sound and display a popup in your mail folders that you have not yet read.

notification in the lower right corner of your screen.
These options allow you to customize or disable

These options allow you to customize this behavior. this behavior.
[v] Popup a Motification for 5,—:I seconds. [v] Remind every ﬁl],—j seconds.
[v] Play a Sound [v] Play a Sound

1]

This tab allows the user to configure how Messenger behaves with regard to received
messages.
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Go To Inbox Policy

When a Message is Received

Messenger will, for most messages, automatically take you to your Inbox folder when a new response
message is delnrered to your workstation. The benefit of this behavior is that Messenger makes it easy
for you to immediately review the response messages. The down-side of this behavior is that it may
interrupt your workflow if the response message is of minimal importance.

A solicited message is a message that was sent back to your workstation in response to a query or
other transaction that you ran. Messenger will only treat a message as solicited, if the message has
something besides the word "UNKHNOWN" under the "ID" column.

Goto Inbox | Only When the Messageis ¥ | [ Solicited [v] Marked Unread

[¥] Automatically Select Responses

This control allows the user to configure when Messenger automatically directs the user
to the Inbox folder. The user may change Messenger to go to the Inbox folder whenever
any message is delivered to the terminal. The user may choose to have Messenger never
go to the Inbox folder automatically. Additionally the user may choose to only perform
this action when Messenger receives a message that is either solicited (i.e. a response to a
query) or marked unread (please refer to the User Mailbox — Unread preferences).

Additionally, if Messenger is configured to go to the Inbox folder (either all the time, or
only under certain conditions), the user may also choose to have Messenger automatically
display the newly received messages. If this option is selected, then Messenger will
automatically display solicited response messages that are a response to the last
transaction submitted by the user. Technically, this is done by inspecting the value of the
“ID” column for the new message. If the “id” matches the “id” of the last submitted
transaction, then Messenger will automatically select the new message and display the
message in the preview area. Messenger will continue to operate in this fashion until the
user submits a new transaction, or chooses to manually change which messages are
selected.

For example, consider the case where the go to inbox policy is set to go to the Inbox for
solicited, unread messages, and Messenger is configured to automatically select new
responses. When the user submits a query (i.e. a QW), this query is assigned a new “id”
value, 9677. The first message received in response is an ACK from the switch. This
message contains the same “id” as the query, so it is selected. However, the ACK
message is not initially marked as unread, so Messenger does not automatically direct the
user to the inbox. Then, Messenger receives two responses, one from NCIC and one
from the in-state hot files. Both of these messages contain the same “id” as the query,
and both are marked as unread. Thus Messenger now directs the user to the Inbox folder.
With no user action, the user sees all three messages displayed in the preview pane and is
free to scroll up and down to view the messages.
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New Message Alert
Hew Message Alert

When a message 15 delivered to your workstation,
Messenger will play a sound and display a popup
notification in the lower right corner of your screen.

These options allow you to customize this hehavior.

[¥] Popup a Hotification for ﬁl—j seconds.
[v| Play a Sound

This area allows the user to change what kind of alert is provided when Messenger
receives a new message. The user may choose whether or not a sound is played, whether

or not a popup notification window appears, and how long the popup window remains
visible.

Unread Message Reminder
Lnread Message Reminder

Messenger will remind you if you have messarges
in your mail folders that you have not yet read.

These options allow you to customize or disable
this hehavior.

vI Remind every| 60~ seconds.
lv| Play a Sound

This area allows the user to configure the unread message nag feature. This feature is
intended to remind users that they are unread messages in their Inbox folder. The user is
free to disable the nag reminder, or to change the amount of time that must elapse before

being reminded. Also, the user may choose whether Messenger should play an audible
alert for the reminder.
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5.2 User Forms

This section allows the user to change many aspects of the Messenger transaction screen
forms.

5.2.1 Favorite Forms

Forms Preferences
[ Favorites | Opening Forms | Rules | Codelists Advanced |

Favorites

Messenger allows you to configure a list of the forms that you most commonhy use. Your favorite forms are listed
on the left hand side. All your available forms are listed on the right hand side. You add a form to your favorite
forms by moving it from the right hand side to the left hand side. You can change the name of the form and
configure a keyhoard shortcut that will open a form by using the controls at the bottom of this screen. kis
important to remember that you must click on the blue check mark hutton so Messenger accepts your changes.

[] Favorite Forms Appear at the Bottom of the Forms List

E YWanted Qiuery Shift-F1 = E& Wanted Persaon -
El wanted Enter  Shifi-F2 El Guery

Bl wanted Modify  Shifi-F3 El Enter

El Enter Detainer

El Enter Supplemental

El Enter Stolensfraudulent IDs
El Enter Dental

El Madify

El Modify Dental

El Locate

El clear

El cancel

El cancel Detainer
El cancel Supplemental I;

EA mamenl Stalomfeacdilont 15

(=" | Wanted Enter | Cetd Ak [ Shift [F2 - + Update

ERENERE

This tab allows the user to configure a list of favorite forms. These forms are listed at the
very top or the very bottom of the forms list in both the pull down menu and the forms
tree control. In addition, the user may configure keyboard shortcut combinations that
will open one of their favorite forms.

The list on the left hand side of the screen displays all of the user’s favorite forms. If a
form has a keyboard shortcut associated with it, then that shortcut is displayed to the right
of the form’s name. In the above screen shot, the Wanted Query form is opened by
pressing Shift-F1, the Wanted Enter form is opened by pressing Shift-F2, and the Wanted
Modify screen is opened by pressing Shift-F3.

The list on the right hand side is very similar to the form tree control, except that the user

cannot open a form by selecting an item from this list. Navigating the list of forms and
expanding or collapsing folders is done in the same fashion as for the form tree.
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Adding a Favorite Form

When the user has selected a form in the right hand box, then the button with the left
arrow will be enabled. Pressing this button will add the form which is highlighted in the
right hand list to the left hand list. If a form is selected in the right hand box and the left
arrow button is not enabled, then the form is already present in the left hand box.

-

=] LILERY
E] Enter

=] Enter Der
——— Add to Your Favorite Forms

@ |

Removing a Favorite Form
When the user has selected a form in the left hand box, then the button with the right
arrow will be enabled. Pressing this button will remove the form from the list of favorite
forms.
i E=] Enter Supple
| & | ‘ E1 Enter Stolenn

|remmove from Your Favarite Forms

Moving a Favorite Form

When the user has selected a form in the left hand box that can be moved up or down in
the list of favorite forms, then the buttons with the up and/or down arrow will be enabled.
Pressing either button will move the form either up or down one position in the list of
favorite forms.

Y ‘ =1 Modif
- |move this Favarite Form Lp
o El cancel

45 ‘ E rancal

* [move this Favorite Form Down
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Favorite Form Properties

When the user has selected a form in the left hand box, then the user is also free to
change the properties of the favorite form. The properties include the display name of the
form and a keyboard shortcut to open the form. This information is displayed at the very
bottom of the favorite forms window.

On the far left hand side of the properties area, Messenger will display the name of the
form with which this item is associated. This can be useful information if the name of the
favorite form has been changed, or if the name is not specific enough to identify the form.

Ew |Wanted Enter | CJctrl ] A [vShift (F2 « Update

The display name of the form is displayed in the text box on the left hand side of the
properties area. The user is free to change this text to anything that the user desires.
Please note, that the user must press the Update button to save any changes to the display
name.

= |Wanted Enter | Clctrl 1Ak [v]Shit F2 - o Update

The next three checkboxes allow the user to configure which modifier key must be held
down as part of the keyboard shortcut to open the form. Although it is not required to
select one of these checkboxes, it is highly recommended to select at least one key to
avoid conflict with other keyboard combinations within the Messenger software.

B [Wanted Enter | [Cctl AR [V Shift [F2 w + Update

The next drop down list allows the user to specify which key must be pressed, in
conjuction with one of the above modifier keys, to open the favorite form. This list
contains all the function keys, numeric keys, and alphabetic keys. If the user chooses a
keyboard combination that is in conflict with another Messenger shortcut, then
Messenger will display a popup box informing the user of the conflict.

Ew |Wanted Enter | Cctrl [J A [viShi: (F2 « Update

Finally, the Update button is located on the far right hand side of the properties area.
When changes are made to either the favorite form display name or to the keyboard

shortcut used to access the form, the user must press the Update button to save these
changes.

Ew \Wanted Enter | Clett [ A [ Shift [F2 « i vUpdate_:
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5.2.2 Opening Forms

Forms Preferences
(Faworites | Opening Forms [ Rules | CodeLLists || Advanced |

Opening Forms

When you try to open a form that you have already opened, Messenger will either open a new form (so that
you would have two duplicate forms open), or Messenger will simphy reuse the form that was already open.

Open from Form Menu Open from Form Tree
This setting is for the Forms pull down memui in This setting is for the Forms Tree in the lower left
the upper left corner of your screen. corner of your Mailbox Window.

[v| Reuse Forms from Menu [v| Reuse Forms from Tree

This tab allows the user to change the behavior of Messenger with regards to opening
forms. These settings affect what happens when the user attempts to open a form that has
already been opened. Either Messenger may simply direct the user to the form which has
already been opened, or Messenger will open a new copy of that form. In the latter case,
there would then be two copies of a form open at the same time.

Reuse Forms from Menu

If this option is checked then when the user opens a form from the pull down forms menu
and that form is already open, Messenger will direct the user to the open form.
Otherwise, a new copy of the form will be opened.

This setting is also used when a user opens a favorite form by pressing the configured
keyboard combination.

Reuse Forms from Tree
If this option is checked then when the user opens a form from the forms tree control and

that form is already open, Messenger will direct the user to the open form. Otherwise, a
new copy of the form will be opened.
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5.2.3 Form Rules

Farms Preferences

r Favorites r 0Opening Forms r Rules r Code Lists r Advanced |

Messenger forms perform error checking to ensure that onhy valid data is submitted to the system. However,
sometimes a form may prevent you from entering data that is valid. The below options allow you to disable
the error checking, so that you may enter and submit your data without waiting for the form to be updated.

If you make changes to the helow options, you must refresh amy open forms to have your changes take effect.

Form Scripts Character Filtering

Scripts are responsible for changing the rules Character filtering prevents you from entering
of a form based on what you have entered in certain characters into a field. An example
afield. An example of this is how some of this is how you may not enter letters into
Offense codes will make the Original Offense a Date of Birth field.

field required.

[_] Disable Scripts [_] Disable Filtering

Field Leniths

Messenger restricts the amount of data that
you may enter into fields. You may disable
this restriction if a form is preventing you
from entering data that you know is valid.

[C] Disable Lengths

This tab allows the user to temporarily disable some of the error checking which
Messenger performs on transaction forms. These settings are intended to be used only in
situations where it is critical to submit a transaction to the message switch in a timely
manner and a Messenger data edit is preventing the user from submitting the form.

If the user encounters such a situation, it is highly recommended to revert the setting after
successfully submitting the screen, and notifying the state technical contact. This will
ensure that the bad data edit is corrected by support staff. Any changes to these settings
will require the user to either refresh or close and re-open any forms which they currently
have displayed.

Disable Scripts

Checking this option will disable all the interactive features of the Messenger forms.
Turning off scripts will allow the user to enter data into a field that becomes disabled
depending on the value of a different field. When scripts are turned off, all fields on a
form will become available.

Disable Filtering

Checking this option will disable all character filters for the fields on a Messenger form.
This will allow the user to enter any characters into a field on a form. This setting is most
useful for situations where a form field is preventing the entry of a special character.
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Disable Lengths
Checking this option will disable all maximum lengths for the fields on a Messenger
form. This will allow the user to enter any number of characters into any form field.

5.2.4 Form Code Lists

Forms Preferences

|/ Favorites r Opening Forms r Rules r Code Lists r Advanced |

Messenger provides access to HCIC codes through drop down lists. These lists allow you to select a code
by picking a particular code or by typing the code's value. You may also pull up a code list search window
by holding the Ctrl key and pressing the 'F key.

If you make changes to the below options, you must refresh any open forms to hawve your changes take effect.

Editable Lists Download Lists
Editable lists allow you to type in a code Code lists are downloaded to your workstation
that does not appear in the drop down list. when you open a form. Selecting the option
These lists have a white background in to only download some lists will improve the
most color themes. performance of Messenger over slow lines.

[_] Force All Lists Editable | Download All Lists - |

This tab allows the user to change the behavior of drop down code lists within the
Messenger forms.

Force All Lists Editable

Checking this option will force all drop down lists to allow the user to enter a code value
that doesn’t exist in the drop down list. This setting is intended for use only in situations
where it is critical to submit a transaction to the message switch and the necessary code
value is missing from a drop down list. A user may enable this option, refresh the form,
and enter the missing code value into the field.

It is highly recommended that after submitting the transaction, the user clears this setting
and notifies the state technical contact. This will ensure that the missing code value is
added to the Messenger drop down list by support personnel.

Download Lists

This option allows the user to turn off the drop down code lists that are present in a
Messenger transaction form. Changing this setting is most useful for users operating over
an extremely slow communications line. If operators are very familiar with the code
values and do not need the software to provide them with the list, then it may be
appropriate to change this setting. There are three possible choices for this setting.

e Download All Lists — This setting will provide drop down lists for all fields
which have a drop down list defined. This is the default setting.
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e Only Download MKE and ORI Lists — If a user decides to turn off code lists,
then it is highly recommended that they choose this option. This option will only
download a couple of the most important code lists.

e Download None — Using this setting will provide the user with no drop down
lists. Only use this setting if the above setting is not acceptable.

5.2.5 Form Advanced Settings

Forms Preferences

r Favorites r Opening Forms r Rules r Code Lists r Advanced |

Open from Form Tree Auto Tab Form Fields
Output stylesheets allow you to use a normal If checked, Messenger will automatically “tab™ your
Messenger form to send out a "pre-formatted™ keyhoard to the next field on the form.
administrative message. In general, this option
should be checked unless your supenasor You must refresh any open forms to have this change
has told you otherwise. take effect.
[¥] Use Output StyleSheets [_] Auto Tab on Forms
Form Tool Tips Print in Landscape
Check this hox to turn off the “floating help™ Check this hox to print all Messenger forms
boxes for all Messenger forms. in landscape mode.

If this box is unchecked, the forms will print
in the same orientation as normal messages

[_] Disable Tool Tips [+] Forms Print Landscape

Store Fields when Submit a Form Store Header Fields

Check this hox to have Messenger automatically Check this hox to store the ORl, Control Field, and

perform a "Store Form Fields" action whenever any Destination fields when you choose the

you submit a form. "Store Form Fields" action.
If this box is unchecked, then onhy the data fields
will he stored.

[v] Store Fields when Submit a Form [_| Store Header Fields

This tab contains settings that are not appropriate for any of the other form setting tabs.

Use Output Style Sheets

Some Messenger transaction forms use XSLT output style sheets to change the format of
the message before sending out over the wire. Most forms will not work without these
output style sheets. This setting should only be changed if there is some technical
difficulty with the output style sheets.

Auto Tab on Forms

If this setting is checked, then when an operator completely fills in a data field,
Messenger will automatically move the keyboard focus to the next field. For example,
after a user types all eight (8) characters in a date field, Messenger will automatically
move focus to the next field. Thus, the user may continue typing in the new field without
pressing the Tab key.
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Disable Tool Tips

If this setting is checked, then Messenger will disable the “scroll over” popup help
messages. These are the help messages which appear when the user hovers the mouse
cursor over a field. Some users who are very familiar with the transaction screens may
find these help messages unnecessary and may find that they interfere with using the
form. In this case, these users may decide to turn off the popup help messages via this
setting.

Print in Landscape

Messenger allows the user to print a transaction form. This results in a screen shot of the
form being printed. If this option is checked, then Messenger will print the form in
landscape mode. Otherwise, Messenger will print the form in portrait mode.

Store Fields when Submit a Form

If this option is checked, then when a user successfully submits a transaction form to the
message switch, Messenger will automatically perform the Store Form Fields action.
Thus, the user may go to a different form, perform the Get Form Fields action, and have
all the values copied over from the old form to the new form. For more information
regarding these actions, please see the chapter on Messenger forms.

Store Header Fields

This option controls whether message header fields are copied from one form to another
when the user performs the Store Form Fields and Get Form Fields actions. In the vast
majority of cases, this option should be turned off, because it will copy fields that should
be different on different forms. Only check this option if you have been explicitly
instructed to do so.
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5.3 User General

General Preferences

User Settings |
These options allow you to change what information is preserved
when you log off from Messenger and then log back on at a later date.
Opened Forms Quick Guery History
Messenger will remember the forms you have open, Messenger will preserve the history of transactions and
and any data you have entered into those forms. commands that you have run from the Quick Guery Bar.
[ ] Remember Opened Forms [+ Remember Quick Query History

This section allows the user to configure what settings are remembered between log on
sessions. When a user logs off from Messenger, their preferences are stored on the
central message switch hardware. Afterwards, when the user logs onto any workstation,
the user’s preferences are downloaded from the switch. Thus, anything remembered
between log on sessions will follow the user around, even if the user accesses the system
from different physical devices.

Remember Opened Forms

If this option is checked, then Messenger will save all the forms which the user had open
and all the data that had been entered into those forms. When the user logs back on, he or
she will be presented with the same forms and each form will contain the same data as
when the user logged off.

Remember Quick Query History

The Messenger quick query bar remembers the history of transactions or commands that
were run. When this option is checked, then Messenger will store this history on the
message switch, so that when the user logs back on, he or she will have access to the
transaction history in the quick query bar.
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This section allows the user to configure aspects of how Messenger displays messages in
the message preview area and any separate message view windows.

5.4.1 General Options

Message Display Preferences

[ General Options || Default Style Sheet | Custom Style Sheet |

These options are applicable to both the default and custom style sheets.

Message Header

Messenger will display the message header
information. Otherwise, jJust the text of the message
will be displayed.

[v] Show Header Info

Message Display

The line containing the dateftime and the source ORI of
the message will be hidden under the "view Message
Details™ check box.

[C1 Hide Date and ORI

Message Display

The "View Message Details” hox will be checked
automatically each time you view a new message.

Message Header

If a message contains a legacy header, you may

tell Messenger where you want the header to appear.

Please contact your supervisor for more information
abhout legacy headers.

Show Legacy Header In Message Header |

Message Display

The line containing the message's summary will be

hidden under the "view Message Details" check hox.

[ Hide Summary

Multiple Messages

When viewing multiple messages at once, you can
choose if they are displayed in the same order or

the reverse order that they are displayed in the
list of messages.

[_] Expand Message Details [_] Reverse Order

This tab contains settings that are applicable for both the default Messenger style sheet,
which is used for normal text based responses, and custom style sheets, which are used
for fully tagged XML responses delivered to Messenger.

Show Header Info
If this option is checked, then Messenger will display the header section of each message.

The header section typically includes a line containing the date and ORI of the message,
as well as a line for the summary field.

Feceived Time: Z008-12-11 1Z2:40:52 Source OFRI:
FREE: AM,..XMLRYAN.THIS I3 A TEST

[J¥iew Message Details

CEO00001D
Summary:

THIS IS A TEST
MEI: 40633 IN: XMLEYAN 5 AT 11DEC2008B 12:40:51
OUT: XMLRYAN 1 AT 11DECZ2008 12:40:52

Header information displayed
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THIS IS A TEST
MRI: 40633 IN: XMLEYAN 5 AT 11DEC2008 12:40:51
OUT: XMLEYAH 1 AT 11DEC2008 12:40:52

Header information hidden

Show Legacy Header

This setting is only applicable in those states which have chosen to send the legacy
message header information to a Messenger device. Please contact the state technical
contact to determine if you have access to legacy header information. There are three
different values that can be chosen for this setting.

e In Message Header — This option will display the legacy header as a line in the
message header.

e In Message Body — This option will display the legacy header at the very
beginning of the message text.

e Don’t Show — This option will hide the legacy header.

Hide Date and ORI

Checking this setting will hide the message header line which contains the date and ORI
under the View Message Details section. Please note that if the user has chosen to turn
off the Show Message Header setting, then this option will have no effect.

Summary: FREE: AM..XMLEYAN.THISZ I3 A TEIT

[J ¥iew Message Details

THIS IS5 A TEST
MRI: 40633 IN: XMIPRYAW 5 AT 11DECZ008 12:40:51
OUT: XMLEYAH 1 AT 11DEC2008 12:40:52

Date and ORI fields hidden

Hide Summary

Checking this setting will hide the message header line which contains the summary field
under the View Message Details section. Please note that if the user has chosen to turn
off the Show Message Header setting, then this option will have no effect.

Feceived Time: 2008-12-11 1Z:40:52 Source ORI: CEO000012
[J ¥iew Message Details

THIS IS A TEST
MRI: 40633 IN: XMLEYAW 5 AT 11DEC2008 12:40:51
OUT: XMILEYAN 1 AT 11DECZ008B 12:40:52

Summary field hidden
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Expand Message Details

Checking this setting will expand the View Message Details section and show all the
information normally hidden by this section when the user views a message. If this
option is turned off, then Messenger will default to collapse the View Message Details
section.

Peceived Time: 2008-12-11 12Z:40:52 Source ORI: CcEO000012
SUmMmary: FREE: AM. .XMLRYAN.THIS I3 & TES3T

[v] ¥iew Message Details

Destination(s) : EMLEYAN

HMEE : AN Source: USER
Peference: QUTCE Msqg ID: Saal
Station: EMLREYAN Control: MRIOO40A/33

THIS IS A TEST
MERI: 40633 IN: XMLIEYAW 5 AT 11DECZ2008 12:40:51
OUT: XMLEYAN 1 AT 11DEC2008 12:40:52

Message Details section expanded

Reverse Multiple Message Display Order

If this option is not checked, then when the user highlights multiple messages in the
message list control, those messages will be displayed in the message preview pane in the
same top-to-bottom order in which they appear in the list of messages. If this option is
turned on, then they will be displayed in the exact opposite order.

This option is intended for use by users which wish to see the newest messages at the top

of the Inbox folder, but want the newest messages to appear at the bottom of the message
preview pane.
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5.4.2 Default Style Sheet

Message Display Preferences

~Background Color

Messenger will display two hackground colors in
the message preview pane. Try it bath ways and

 Ganeral Opions | Defauit Sty Sheet | Custom Syl Sheet |

~Background Color

Messenger allows you to change the background
color on which the message text is displayed.

use which one you like best.

[v] Use Two Background Colors ‘ |:| Background Color

~Message Highlighting ~Message Font

Messenger will display all message text in a bold
font. This may make the message more readable.

Messenger will attempt to highlight the important
parts of a message.

[¥] Perform Highlighting [_] Bold All Message Text

~Message Display ~Background Color

Messenger will use a “fixed-width™ font to display
the message text. This option may be important
fior the display of certain responses.

Messenger will wrap lengthy text messages on
word boundaries, so no word is broken up on
multiple lines.

[v| Wrap at Word Boundary [v] &Il Text is Fixed Width

This tab allows the user to configure how Messenger displays text based messages.

Use Two Background Colors
Typically Messenger displays messages in a two-tone fashion. Deselecting this option
will instruct Messenger to only use one background color in the message display.

Source ORI:

Peceived Time: 2008-12-10 l1la:z20:47 INNCICOOD
Summary: FREE: OQW..MNAM/MYRECORD, TEST.DOB/13500101. SEX/M. IND/Y

[ ¥iew Message Details

101028V MRI0040612

CPO000015

MEE fWANTED PERZIOCN - CAUTION

ARMED AND DANGEROUS

LIMITED EXTRADITION SEE MIS FIELD

ORI fCPO00001S WAM/MYEECORD, TEST SEX/M Rac/W POE/TX DOB/19500101 HeT/S510

One background color

Background Color

This setting allows the user to customize the background color used for message display.
The user is free to choose any color. Pressing the button will display a popup window
which allows the user to choose a new color.
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Message Highlighting

When this setting is checked, Messenger will attempt to “screen scrape” the message text
and identify field tags and lines which are devoid of any fields. Portions of the message
which are identified as field tags will be bolded and highlighted in a different color.
Lines which are determined to be devoid of any fields will be displayed in bold text.
Deselecting this option will disable this functionality.

Peceived Time: 2008-12-10 146:20:47 Source ORI: IHNNCICO00
Summary: FREE: OQW..NAM/MYRECORD, TEST.DOB/12500101. SEX/M. IND/Y

[J ¥iew Message Details

1L010Z2EW, MRIOO40512

CcPOoooools

MEE/WANTED FPERSON - CAUTION

APRMED AND DANGEROUS

LIMITED EXTRADITION 3EE MI3 FIELD

CRI/CPO00001S NAM/MYRECORD, TEST SEX/M RAC/W PCE/TX DOE/19500101 HGT/510

Message highlighting turned off

Bold All Message Text

Checking this option will cause Messenger to display all message text in a bold font.
This may help with users who find it difficult to read the text on the message display. A
bold font should make the text clear and easier to read.

Peceived Time: 2008-12-10 16:20:47 Source ORI: INHCICO00
Summary: FEEE: QW..HAM/MYRECORD,TEST.DOB/f12500101.SEX/M.IND/Y

[ ¥iew Message Details

1L0102BY , MRI 0040612

CPO00001S

MEE /WAHRTED PERSOH - CAUTION

ARMED AND DAHGEROUS

LIMITED EXTEADITION SEE MIS FIELD

ORI/CPO000019 HAM/MYRECORD,TEST SEX/M RAC/W POB/TX DOB/19500101 HGT/510

Bold all message text

Wrap at Word Boundary

OpenFox™ Messenger normally wraps lines of text which extend more than eighty (80)
characters. If this option is selected, Messenger will attempt to only wrap text lines
between two different words. If this option is cleared, then Messenger will ignore word
boundaries and wrap text lines at exactly eighty (80) characters.

All Text is Fixed Width

By default, Messenger uses a fixed-width font to display message text. Clearing this
setting will instruct Messenger to use a variable-width font for some message. Only
change this setting if you have been explicitly instructed to do so.
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5.4.3 Custom Style Sheet

Message Display Preferences

| General Options | Default Stye Sheet | Custom Stte Sheet |
Custom Style Sheets Code Look Up
Messenger may have customized style sheets for Messenger may translate an NCIC code for display.
certain responses. Unchecking this option will cause Unchecking this option will cause Messenger o
Messenger to always use the default style sheet. always display the raw code value.
[v] Use Custom Style Sheets [¢] Look Up Codes

This tab allows the user to change how Messenger displays messages which contain fully
tagged XML data.

Use Custom Style Sheets

Messages which contain fully tagged XML data typically require a different style sheet
than the Messenger default style sheet, which is intended for use on text based messages.
However, if there is some technical difficulty with a custom style sheet, then their usage
may be disabled via this setting. Only change this setting if you have been explicitly
instructed to do so.

Code Look Up

Certain custom style sheets may perform reverse code table look ups, so that the user is
presented with the text meaning of an NCIC code rather than the basic code value. For
example, instead of displaying “RTAT L ARM?” for the scars, marks, and tattoos field,
the custom style sheet may display “Removed Tattoo on Arm, left”. This feature is
performed by a reverse look up against the NCIC SMT code list. If a user is very
familiar with the NCIC codes, then he or she may find it more convenient to disable this
particular feature and see only the raw code value.

Pg. 106 Chapter 5: Messenger Preferences Ver. 2.01.0061



OpenFox™ Messenger Guide

5.5 User Printers

This section allows the user to configure aspects of how Messenger handles the printing
of messages.

5.5.1 Printer List

Printers Preferences

Printer List

~Messenger Printers

Mame & Type Selective Auto
Adohe PDF Irmage Capable
Fax Image Capable
HF Color Laserdet 4650 PCL & Image Capable L
HF Color LaserJet 4700 Image Capable
HF Laserlet 1020 Image Capable L4
HF Laserlet 4050 Series PCL 5 {right) Irmage Capable
HF Laserlet P4014 (leff) Image Capable
Microsoft Office Live Meeting Document Yriter Image Capable
Microsoft XPS Document Wiriter Image Capable

Change the Properties of the Highlighted Printer
Type of Printer

[ ~] | Set Selective Printer | | Set Auto Printer | | Page Setup |

| Delete | | Clean | ExtraLine Feeds: | o] Fontadust | 0E

This tab allows the user to configure their dispatch mode printer settings. For more
information regarding this screen, please see the section on Messenger printing.
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5.5.2 General Options

Printers Preferences

f Printer List r General r Image Capahle r Dot Matrix |
Dispatch Printing

In dispatch printing mode, Messenger will use whatever printers you have configured in the "Printer List" tab.
When you choose to print a message, Messenger will print out to the printer you have chosen as your
"Selective™ printer. ¥YWhen you turn on automatic printing, Messenger will print out to the printer you have
chosen as your "Auto” printer.

In normal printing mode, Messenger will function like a standard Windows program. The first time you choose
to print, Messenger will popup a Print Setup dialog hox. YWhen you choose to print again, Messenger will
reuse the same settings. In this mode, you can always get back to the Print Setup dialog box by choosing the
print option from the "Message” pull down menu.

[v] Dispatch Mode Printing

Auto Print Defaults On
Messenger will turn on automatic printing when you log onto your workstation.

[ Auto Print on by Default

Unattended Printing

Messenger will print messages that arrive at your workstation while the display is locked

[_] Auto Print when Display is Locked

This tab allows the user to change settings which apply to both image capable and dot
matrix style printers.

Dispatch Mode Printing

When this option is checked, Messenger will use the settings configured on the Printer
List tab. If this option is not checked, then Messenger will operate in Windows style
print mode. For more information regarding the differences between these two printing
modes, please see the chapter on Messenger printing.

Auto Print on by Default

When this checkbox is marked, automated printing will be turned on automatically when
this user logs onto Messenger. Any messages that have been received at the terminal in
between user logons will be printed as soon as the user logs on. If this item is checked,
then a user should never have to turn automated printing on through the message actions.

Auto Print when Display is Locked

When this checkbox is marked and the user chooses to lock the OpenFox™ Desktop
display, then any messages which are delivered to the terminal will be auto printed. This
behavior will stop as soon as this user unlocks the display, or someone chooses to log the
user off.
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5.5.3 Image Capable Options

Printers Preferences

Image Capahle
~Background ~Message Header
Messenger will print the colored background. Messenger will print the message header information.
Turn this option off to conserve printer ink. Otherwise, Messenger will only print the message text.
[_1 Print Background [v| Print Header
~Message Details ~Color Printing
Messenger will always or never print the information Messenger will print in color if you are printing to a
that is normally hidden under “Show Message color printer. Otherwise, Messenger will always print
Details™. in black and white.
[ Always [ Hewer [ Print in Color
~Text Printing ~Separate Pages
Messenger will print this message as if it were printing When you print multiple messages at once, Messenger
to a dot-matrix stye printer. will print each message on a separate page.
[_] Print As Text [_] Print Messages on Separate Pages

This tab allows the user to change how messages are printed to image capable devices.

Print Background
If this option is selected, then Messenger will print the background color of a message.
Leave this option turned off to conserve printer ink.

Print Header

If this option is checked, then Messenger will print message header information. For
more regarding what information is present in the message header, please refer to the
section on message display preferences.

Message Details

These checkboxes allow the user to specify when the Show Message Details information
is printed. If the Always checkbox is marked, then every printed message will have the
details section expanded. If the Never checkbox is marked, then every printed message
will have the details section collapsed. If neither checkbox is marked, then a message
will be printed as it appears on the screen.

Print in Color

Select this option to have Messenger print messages in color. Turn this option off to
force Messenger to print in black and white.
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Print as Text

Select this option to have Messenger print messages without any of the formatting that is
typically present. If this option is turned on, then print outs from an image capable
device will greatly resemble those printed on a dot matrix printer. Please note that
selecting this option will not affect the printing of messages which contain images. If an
image is present in the message, then the image will be printed regardless of whether this
option is turned on or off.

Separate Pages

This setting is applied when the user chooses to print multiple messages at one time. If
this option is turned off, then Messenger will attempt to print the messages onto as few a
number of pages as possible. If this option is turned on, then Messenger will begin each
message on a new page.

5.5.4 Dot Matrix Options

Printers Preferences
[ Printer List | General | Image Capable | Dot Matrix |

Dot Matrix
Message Header Separate Pages
Messenger will print the message header information. Messenger will print each message on a separate
Otherwise, messenger will only print the message text. page. You may have to manually adjust the page

hreak on your dot-matrix style printer.

[_] Print Header [_] Print Messages on Separate Pages

This tab gives the user control over how messages are printed to dot matrix, continuous
feed style printers.

Print Header

If this option is checked, then Messenger will print the information contained in the
message header. If this option is turned off, then Messenger will never print the message
header. For more information regarding what information is contained within the
message header, please see the section on message display preferences.

Print Messages on Separate Pages

When this option is turned on, Messenger will instruct the printer to scroll to the
beginning of a new page for each message. If this option is turned off, then Messenger
will print all messages in a continuous fashion, ignoring page breaks.
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5.6 Terminal Mailbox Options

Mailbox Preferences

Changes to these settings will not take effect until you exit Desktop and relaunch the application.

Mailbox Size Message Life Time

This setting allows you to change the amount of This setting allows you to change the amount of

local harddrive space that is allocated for this time must pass before messages on this workstation
terminal‘s mailbox messages. are automcatically deleted. Please note, although

you may set this value for a longer time than specified
by the enterprise setting, it will not have any effect.

[_] Override [_] Owerride
| 10— |Megahytes ~ | | 5 |days  «

Message Cache Size

This setting allows you to adjust the number of
messages that may be viewed at the same time
inthe message preview. However, setting this
value to a large number may impact the
performance of Messenger on your machine.

[_] Owverride
15— Messages

This screen allows the enterprise mailbox settings to be overridden for a specific
workstation. The settings on this screen are part of the terminal preferences as opposed
to user preferences. Please refer to the OpenFox™ Desktop User Guide for more
information regarding the differences between user and terminal preferences. In general,
users should not alter these settings unless they have been explicitly instructed to do so
by either CPI support personnel or by state technical contacts.

Mailbox Size

This setting allows a workstation to allocate more or less hard drive space for storing
messages. The more space that is allocated to storing messages on the hard drive, the
longer those messages will remain in Messenger before being overwritten by new
messages. If a workstation constantly has a red disk usage icon, then it may be helpful to
increase the hard drive space. Please note, that increasing this setting will also increase
the memory requirements of Messenger. Changing this value may change the minimum
and recommended system requirements.

Message Life Timer

This setting allows a workstation to override the enterprise automatic message deletion
setting. Please note that a workstation may only change this time limit to a shorter
amount of time. If a workstation attempts to configure a time period longer than that
defined in the enterprise settings, Messenger will use the enterprise setting.
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Message Cache Size

When a user views messages in the message preview pane, Messenger maintains a cache
of the last viewed messages. This cache is an important part of viewing multiple
messages in the preview pane simultaneously. The cache makes this process much more
efficient. However, the cache also increases the memory requirements of the Messenger
software. The larger the cache is, the more memory that is required to store the cache.

To an end user, this setting has the effect of defining the maximum number of messages
that may be viewed in the preview area at one time. If the cache size is ten (10)
messages, then the user will only be able to see up to ten (10) messages in the preview
pane. Because of this, many users may wish to increase this setting to a number much
larger than ten (10), and this can rapidly lead to performance issues in the Messenger
software.

This setting should only be changed if explicitly directed by CPI support personnel or by
state technical contacts. If this option is overridden, then please note that it may have an
impact on the minimum and preferred system requirements.

5.7 Terminal Quick Queries

Quick Queries Preferences

Quick Guery terminal settings may not he edited through the preferences window.
Please contact the CPl Help Desk for assistance with changing these options

An individual workstation may override the enterprise quick query settings and provide
its users with a different set of quick queries. Unfortunately, it is not possible to edit the
quick query settings through the terminal preferences editor window. If users have
questions about this setting, please contact your in-state technical contact for the
OpenFox™ Messenger software.
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